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BBEJAEHHUE

B nmokymeHTe omuchiBaeTcs mporpamMMmHoe obOecrneueHue (manee — I10)
«Knuentckas 4acTh MOJICUCTEMBI UH()OPMAITMOHHOTO B3aMMOJICHCTBHSI»
aBTOMATHU3UPOBAaHHOW HMH(POPMAIIMOHHON CHUCTEMBl TMPEACTABICHUS U TOTYYCHHS
uHpopmaruu o kpenurax (manee — AMC Kb), koTtopoe ycTtanaBnmBaercs Ha pabouune
MecTa TOJIb30BaTee M aAMHUHHCTpPaTOpoB KpenutHoro peructpa ans obecreueHus
3alIUIICHHOTO B3aMMOJACHCTBUS B TMPOIIECCE BBIMOJHEHUS PAa3IMYHBIX 3alpoCcoB K
KpeautHomy peructpy (Ha co3gaHHe KpPEOUTHBIX HCTOPUHM, TMOJIY4YEHHE OTYETOB,
ciyxe0Hoi nHpopMaIuu 1 T.1.).

Knuentckass d9acTh  moJcHUCTeMbl  HMH(DOPMAIMOHHOTO  B3aWMOJICHCTBUS
o0ecrieunBaeT BBIIOJIHEHUE MPenoOpabOTKU 3JIEKTPOHHOIO JOKyMEHTa — 3ampoca,
BKJIFOYAIOIIEH CHHTAKCHUUYECKHI KOHTPOJh U (HOPMUPOBAHHME DIEKTPOHHOU HHUPPOBOU
noanucu (manee — DIIIT), BbIMOIHEHHE OTIPABKU 3ampoca IO 3alUIICHHOMY KaHaTy
IBM WebSphere MQ na cepsep npmitokenuit AVC Kb, oxumanus U MoJydeHHS
AIIEKTPOHHOTO JOKYMEHTa — OTBETa OT CepBepa MPHIOKEHUH, €ro CHHTAKCUYECKUN
KOHTpOJIb U nipoBepKy DL

Knuentckass dYactp mojacucTeMbl  MH(GOPMAIMOHHOTO  B3aMMOZICHCTBHS
MOCTAaBIISIETCS B BUJIE YCTAHOBOYHOT'O KOMILJIEKTA IIPOTPaMMHOTO oOecrieueHus (Janee —
I[10) — AISCO_Client.exe, KOTOpBI ycTaHaBIMBacTCS Ha Bce pabounme MecTa
nosib3oBaresieit AMC Kb (cM. HHCTpYKIHIO 110 MHCTAUIAIHA [1]).

B cocraB xomutekta yctanoBku AISCO_Client.exe BkirodeHbl OMOIHOTEKU
(byHkIui, Kotopeie mpeaoctaBisatoT noJib3oBaTento AVC Kb oTkpeiThiii uHTEpdEiic
JUISL  CO3JaHUsl  TPUKIAJHBIX  TPWIOKEHUH  (porpamm),  HEMOCPEICTBEHHO
(GOpMHPYIONMUX U BBHITOJHSIONIMX 3anpockl K KpemuTHoMy peructpy, a Takxke
CEpPBUCHBIE MPOTpPaMMBblI JUIsl HACTPOWKKM H obecrneueHus ¢GyHkuuonupoanus [10
AUNC Kb. Takue npuiiokeHusi Ajisi aBTOMATU3ALMKU MPOLIECCA BBIMOIHEHUS 3alpPOCOB
CO3/1aI0TCSI MOJb30BATENIEM CaMOCTOSTENBHO JHOO UCHOJB3YIOTCS IOCTaBIIIEMbIE
nporpammubie  koMmiuiekcbl (manee — I[IK) AWC Kb (manpumep, IIK «Paborta c
kpeautHoi uctopueit. bank» — AISCO_CDM.exe). Kakue IIK AMC Kb Heobxoaumo
yCTaHaBJIMBaTh Ha pabouem Mecte nonb3oBaresst AUC Kb, onpenensercs YuacTHUKOM
KpeautHoro perucrtpa coBmecTHO ¢ agmMuHHcTpaTtopoMm KpemutHoro peructpa. s
nporpammucta kiaueHtckoro 110 AMC Kb  nocrasnsercs undopmanus o0
WCTIONIb30BaHUHU TIPEIOCTABISIEMOT0 HHTepdeiica MoACucTeMbl HH(POPMAIIMOHHOTO
B3aUMOJICHCTBYsI (OMMcaHue TPeOOBaHUH MPUBEICHO B [2]).

B cocraB kommiekra ycraHoBku AISCO_Client.exe Takxke BXOIuUT HaboOp
obmux cxem XSD st co3manHusi MCXOASIIMX JTIOKYMEHTOB — 3allPOCOB M IMPOBEPKHU
BXOJISIIIIUX JOKYMEHTOB — OTBETOB, MpejcTaBiisieMbix B ¢hopmare XML. TpeboBanus
dopmaram nokymentoB XML npusenens B [3].

B HactosmeM goKymMeHTE TPHUBEACHO OIMMCAHWE MEXaHW3Ma 3allUIeHHOTO
B3aUMOJICUCTBUS U JIOTUKU BBITIOJTHEHUS 3aMIPOCOB, OMMCAHBI HACTPOWKHU MapaMeTPOB U
AeicTBus nmonb3oBatens A odecneuenus pynkunonuposanus 110 AUC Kb.
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[Ipn HeoOxomUMOCTH BHECEHHMs M3MEHEHH B HacTpoiiku [1O kineHTcKoi
YacTH MOJCUCTEMBI MH()OPMAIMOHHOTO  B3aUMOJACUCTBUSL  JEUCTBUS  JIOJKHBI
BBITIOJIHATBCSL C TpaBaMH aJMHUHHUCTpaTopa onepanuoHHo cuctembl (nanee — OC)
Windows, a 8 OC Windows 7 ¢ BxmoueHHbIM UAC — ¢ TOBBIIIEHHEM TPUBHIICTUN
angmuuuctparopa OC (T.e. B pexkume «3armycKk OT UMEHU aJMUHUCTPATOPA»).

B HacrosimemM JOKYMEHTE NMPUHSTHI CIEYIONINE COKPAILEHUS U ONPEIECTICHUS:

WebSphere MQ, MQSeries — KOMMyHHKaIIMOHHBIE CPEICTBA rapaHTUPOBAHHOM
JOCTaBKK cooOIIeHnid — mporpamMMubie mnpoayktel IBM  WebSphere MQ Client,
yCTaHABJIMBAEMbIN B COCTaBE KJIMEHTCKOW 4acTH MH()OPMAIMOHHOTO B3aUMOJACUCTBUS
ANUCKB, u IBM WebSphere MQ (cepsep), ycraHaBiIMBaeMblii Ha CcepBepe
npusioxenniit AVC KBb;

AUC Kb; KpeautHslii peructp — aBTOMaTU3UpOBaHHAs HWH(OpMaAIMOHHAS
CUCTEMA MIPEICTABIICHUS U MOTYYEHUsI HH(DOPMAIIUU O KPEJIUTaX;

AC MBP — aBromaTuszupoBaHHas cucTeMa MEKOAaHKOBCKUX PacyeToB;

MapuipyT — Habop mapameTpoB B pasgene peectpa OC  Windows
HKLM\SOFTWARE\BTC\Router\<mapmpyt> (B 64-pa3psaHBIX ocC —
HKLM\SOFTWARE\Wow6432Node\BTC\Router<mapmpyr>),  UCHOJB3yeMBIX B
TPAHCIIOPTHOM MOJCUCTEME 3aIlUILIEHHOTO B3aWMOJCHCTBUS, BXOISAIICH B COCTaB
KJIMEHTCKOW YacTH nojicucreMbl nHGopmarnronHoro Bzaumoaeiicteust AUC Kb;

Hocutenb Kimoua DIIIT (HocuTens kimtoua) — BHeNIHee ycTporcTBo €Token Pro
anoo iKey 1000 (ummm pasgen peectpa OC, Kyda K04 MOXET OBITh 3aHECEH C
BHEIITHETO YCTPOMCTBA);

OC — onepalMoHHasi CUCTEMa;

IIK — mporpamMMHBIi KOMILIEKC;

[1O — nporpamMmHOE 0O€ecTIeUeHNUE;

[1I1O — npukiagHOE MPOrpaMMHOE 00ECTICUCHNUE;

Pacuetnwiii nientp — Pacuernbiii nientp HarmonaneHoro Oanka PecnyOnmuku
benapycs;

peectp OC; peectp MS Windows — B HacTosIleM JOKYMEHTE — 3TO pasiel
peectpa omnepanuonnoi cucremsl  Windows HKLM\SOFTWARE\BTC (B 64-
paspsaaabix OC — HKLM\SOFTWARE\Wow6432Node\BTC), koTopslii comepxuT
napametpsl 1y [10 AUC KBb. ([lanee npu ykazaHuM UMEHU pa3jieia yKa3bIBaeTCsl €ro
UMsI TOJIBKO 1151 32-paspsanbix OC — npeanosnaraercs, 4to ums 115 64-pazpsaaeix OC
JOMOJIHATENbHO BKItouaeT Wow6432Node));

CK3MU — cucrema kpuntorpaduyeckoi 3auThl HHPOPMAIIUH;

y3en-knueHT AWC Kb; xmmentr AWC Kb — pabodee mecTo moib30oBaTess
AUCKB ¢ ycranoBnenubsiMm [IO  kimenTckod  4Yacth  HWHGOPMAIIMOHHOTO
B3anmozencteusa u apyrumu [IK nms BeimosiHeHus 3amnpocoB K KpeautHomy peructpy.
Kmnent AUC Kb nogxiouaercst k cepepy npuiioxenuidi AVC Kb no kinueHTckomy
kanaiy WebSphere MQ. Ha omgnom y3ne-kimenre AVC Kb MoryT BBIIONHSITE CBOM
obs13anHOCTH HeckoJsibko monb3oBateneit AUC Kb (corpyanukos). Knmuent AUC Kb
OJIHOBPEMEHHO pabOTAET TOJIBKO C OJJHUM BbIOPAHHBIM CEPBEPOM MPUIOKEHUH;
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y3en-cepBep AUC Kb; cepsep npunoxennit AUC Kb — cepsep Windows 2003
Server R2 ¢ wmenemxepom cepBepa WebSphere MQ wu IO cepBepHoil 4acTH
UH(GOPMAIIMOHHOTO B3aUMOJICHCTBHUSA, BBIMOJIHSIONIMNA aBTOMAaTUYECKYI0 00paboTKy
3ampocoB (mocpeacTBOM ciyk0 Windows) U HETTOCPEICTBEHHO B3aUMOICHCTBYIONTUH C
cepepom 6a3bl maHHbIx AUC Kb — xpanunumem manneix Kpeautnoro peructpa. B
coctaB AVC Kb BXoauT NONOIHUTENbHBIA pe3epBHbIA cepep npuiioxkenuiit AUC Kb
(MM HECKOJIBKO PE3EPBHBIX CEPBEPOB);

OUII — snexTponHas HUPPOBask MOMUCE.

B HacTosimieM JOKyMEHTE ONPEAENIEHBI CIECIYIOUINE POJIH:

aIMUHHCTpaTop Oe3omacHocTu PacueTHoro meHtpa — coTpyaHuk PacuerHoro
LIEHTpa, OTBETCTBEHHBIM 3a ynpasieHue kimodamu CK3M B cucreme nepenadn
¢unancoort uHpopmaruu (CIIOU) AC MBP. Kmoun DOUII AUC Kb  takxe
PETUCTPUPYIOTCS B IEHTPAJIBHOM XPaHWIUIIE CEPTUPUKATOB OTKPBITHIX Kiatouerd CK3U1
B CII®U. Coznanue, peructpanusi U ynpasieHue kirodamu noib3oBateneii AUUC Kb
ocyuiectisiercs nonb3oBareneM AVMC Kb npu HenmocpeIcTBEHHOM B3aUMOJACHCTBUU C
aAMUHUCTPATOPOM Oe30MacHOCTH PacueTHOro eHTpa;

aagmunuctparop  KpenutHoro  peructpa —  pabOTHHUK  CTPYKTYPHOIO
noapasaenenus HanmonanbHoro 6anka PecniyOnuku benapych, koTopoe obecnieunBaeT
aAMUHUCTpUpoBaHWe KpeauTHOro peructpa B 3aJaHHBIX YCIOBUSA B MHTEpEcax
MOJIb30BATENS;

YyactHuk ~ KpemutHOoro  perucrtpa —  CTPYKTYpHOE  MOJpa3JEIICHHE
HannonansHoro Oanka PecnyOnuku bemapych, OaHk, opraHuzanus, pabouune mecra
KOTOPOTI'0 3apETrUCTPUPOBAHBI aAMUHUCTPATOPOM KpenuTHOro perucrpa ajis Nosxy4eHus
noctyna K pynkuusm KpenutHoro peructpa;

noJyib3oBatTeNib KpenutHoro peructpa — paboTtHuk YuactHuka KpemuTHoro
perucTpa, KOTopblil HCOab3yeT KpeauTHbI PErUCTp MPHU BBHINOJIHEHUU JTOHKHOCTHBIX
00513aHHOCTEM;

nonb3oBarenb AVC Kb; monbs3oBarens — COTPYIHMK, BBINOJHAIOLIIMNA 3aIIPOCHI
k KpenutHomy peructpy Ha paboueM Mecte YyacTHUKa KpeauTHoro perucrpa,
apisomumiicss  BruagenelieM kimoya  OIIII.  Ilonap3oBarenn ©  aAMUHHCTPATOPHI
Kpenutnoro perucrpa sasistorcs nosb3zoBaresimu AUC Kb;

CIIy’k0a CONPOBOXKACHHUS — COTPYIHUKH MoApasjesieHnid PacyeTHOro ueHtpa,
BBITIOJIHSIIOIIME paboThl 10 pa3BuTuio u conpoBoxaeHuio [10 AUC Kb.
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1 HA3BHAYEHHME M YCJIOBHUA NPUMEHEHUSA KJI!{IEHTCKOfI
YACTHU IOACUCTEMbI UTH®OPMAIIMOHHOI'O B3AUMOJAENCTBUA

Knuentckas yacte noacucremsl nHpopmannonHoro Bzaumoneiictsus AUC Kb
npeCTaBIsieT co00i Habop muHamuueckux OmOmmorexk Qynkuuit mr OC Windows
(32 bit), xoTopbie npenHa3HAYEHBI TSI BBIIOTHEHUS 3aIpocoB K KpenutHoMy peructpy
1 00ecneynBaroT 3aluTy AaHHBIX. KiMeHTckas 4acTh NOoJACHCTEMbl HHPOPMALIUOHHOTO
B3aUMOJICMCTBUSL  NPEJCTABIIIET COOOM  TONBKO  OTKPBITBIM  HHTEepdeiic  ams
MCIIOJIb30BaHMs B MPUKJIAJHBIX Iporpammax, HenocpeactseHHo Gopmupyromux XML-
JOKYMEHTBI — 3alpOChl U MOMyYalonuX HeoOXoaumble cBeaeHus n3 XML-1oKkyMeHTOB
— OTBETOB.

B coctaB KIMEHTCKOW 4acTu MOACUCTEMbI HH()OPMALIMOHHOTO B3aUMOAECHCTBUS
BXOJIIT CEpPBUCHBIE MPOrpaMMBbl JJIi HACTPOWKH MAapaMeTpoB U oOecrneyeHus
¢bynkunonuposanus [10 AUC Kb.

1.1 TpeOoBaHusi K CHCTEMHOMY IPOrPaAMMHOMY O0ecriedeHHI0

Ha pabounx mecrtax monb3oBateneit AC Kb (kmuentax AWC KB) momxkHo
OBITH YCTAaHOBJICHO cienyroiee cucteMuoe 110 u nporpaMMHbIe TPOTYKTHI:

— OC Windows XP SP3 / Windows 7 (32/64 bit) / Windows 2003 Server R2;

— Microsoft .NET Framework 4.0;

— IBM WebSphere MQ Client Bepcuu 5.3 (v Boiize — 10 7.0.1.3);

— MSXML 4.0 SP2 Parser and SDK;

— MSXML 6 Service Pack 2 (momoanurensno, Tomeko mrs Windows 2003
Server R2);

— Microsoft Visual C++ 2010 SP1 Redistributable.

[Mporpammusie npoaykTel IBM WebSphere MQ Client 5.3, MSXML 4.0 SP2
Parser and SDK u Microsoft Visual C++ 2010 SP1 Redistributable mocrasnsitorcst B
COCTaBe YCTaHOBOYHOTO KOMILJICKTa KJIIMEHTCKOU 4acTu MOJCUCTEMBI
nHpopmarmornHoro B3aumoericteust AVC Kb.

Jns pabdotsl 110 knmuenta AUC Kb TpeOyercs Hanuyue BHEUIHUX YCTPOMCTB
s xpanenus kmoued OIIT: eToken Pro mm6o iKey 1000 (mpuoOperarorcs
CaMOCTOSITENIbHO, PEKOMEH/IyeTCS HaJIMUMe He MEHee 2 HOCHUTEJIeH BhIOPAaHHOIO THIIA).
Jlns  paboThl C yYCTPOMCTBAMM Ha KOMIBIOTEPE JOJDKHBI OBITh YCTaHOBJICHBI
COOTBETCTBYIOIINE KOMIUICKThI IPaiBEPOB:

— mis iKey 1000 — iKey Components 4.1.1.3;

— mrs eToken Pro — eToken PKI Client 5.1 SP1.

1.2 CocTaB 1 Ha3HaAYeHHE MPOTrPAMMHBIX MOy el

KireHnTckas 9acTh HOACHCTEMBI HHGOPMAIIMOHHOTO B3aUMOCHCTBHS BKIIIOYACT
B ceOs CIIeAYIONIHE TPOrPAMMHBIC KOMITOHEHTHI:

— MOAyJIb BBIMIOJHEHHUS 3alpocOoB — OHOJIMOTEKAa BBIYMCICHUS/ TIPOBEPKH
noanucu gokymentos (DocSignc.dll);
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— oubnuoreka coxpanenusi coobmenniit AUC Kb ¢ yHuKaTbHBIME UMEHAMH B
apxuBHbIe Katanoru (savefile.dll);

— MporpaMMa HAaCTPOWKHU TapaMeTPOB MOAKIIOYCHUS K CEpBEpPYy MPUIIOKCHHIMA
(SetAISCOServer.exe);

— BCIIOMOTaTelIbHAs MMPOTrpaMMa OYUCTKHU KaTajoroB, BRITOJHIEMAs B IIPOIECCE
ynanenus [10 knmuenta AUC Kb (BTCCleaner.exe);

— TMPOrpaMMHBIC KOMITOHEHTHI HH(POPMAITMOHHOHN 0€3011acHOCTH:

— KOMNJIEKC CpeoCcms Kpunmozspaguieckotl 3auumaol ungopmayuu:

1) oubmmoTexn kpuntorpaduueckux Gynkmmid (avesk.dll, avassign.dll —
oubnmrotexu, paspadboranHele 3AO0 «ABect»; ombmumoreka avassign.dll mmeer
ceptudurar cootBeTcTBUs Ne BY/112 03.07.036 00176 ot 06.12.2011);

2) oubnmoteku pabotel ¢ Hocutensmu kimroua (FDT et.dll, FDT _ik.dll);

3) ciy)k0a 3alUINEHHOTO XPAHEHUS JaHHBIX JUIA JOCTyla K KIo4Yam
CK3U na Hocutensx (HKService.exe);

4) 6a3oBas 6ubnuoTeka kpunrorpadpuueckux Gynkiuii (Crypto.dll);

5) oubnmoteka ¢pynkumii LT (FDT _SG.dll);

6) oubamoTreka cxxaTus naHHbIX (ZIPbase.dll);

7) bubnmotekn 00paboTKH AIIEKTPOHHBIX AoKyMeHTOB (Crypt Doc.dll,
Doc_XML.dII, sc_csp.dll);

— KOMNJIEKC YNpAGIeHUus KI4amu CUcmemvl KPUnmocpa@uueckol 3aujumol
ungopmayuu (nanee — CK3M):

1) 6ubmmoreka OOpaOOTKM  3alpPOCOB K  XPAHWIMIIY  KJIIOUEBOM
undopmanuu (SC_KeyMgrF.dll);

2) oubnmotreka (YHKIMA  3alpoCOB  KIIOYEBOHM HMH(pOpPMAIUK W3
nokanbHOoro xpanunuma (KeyFunc.dll);

3) OubnnMoTeka  B3aMMOJACWCTBUS € XPAHWIMILEM  KJIFOUEBOM
undopmanuu (KeySql.dll, conepxut coobmienust 06 ommnodKax);

4) mporpamma peructpanuu kirouedr CK3M (RegCenter.exe, comepxut
BCIIOMOTATENIbHBIE MOAYJIM JUIsl TIEPEKOJAMPOBKHM W TMPeoOpa30OBaHUS:
Basiclnteraction.dll, FITS.Interop.dll — u 6u6nroreku DevEXpress);

— komnaekc zawumol coeourernuti MQSeries:

1) Moaynb ayTeHTH(UKALMK KaHAJIOB, peali30BaHHbBIN KakK Imporpamma
BbeIxoj1a Security exit (CSQAUTH.dII);

2) MOy Ib KaHAJIBLHOTO MIM(POBAaHHUsS, PeaTr30BaHHBIA Kak Mporpamma
Beixoj1a send/receive exit (CSQCPHR.dII);

3) oubnmoteka GyHKIMA peructpamuu kaHanoB (RegAuth.dll);

4) nporpamma peructpanuu kaHanoB (RegAuth.exe);

5) oubnmoteka agmuaucTpaTUBHBIX yBenomiieHuit (KC AdmNotify.dll);
— nodcucmema 3aWUWEHHO20 83AUMOOCUCMBUSL:

1) 6ubnmmoreka 6a3oBbix Gpynkuuii (Basic.dll);

2) bubanoreka Menempkepa mamsat (MemMgr.dll;

3) bubamoreka Menepkepa coodmenuit (MsgMgr.dll);
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4) 6ubmuoTeKka s OTOOpa)XCHHMSI B CHCTEMHOM >KypHaJle COOOIICHHUH,
3anucaHHbIX GyHKIusamMu onomoreku MsgMgr.dll (errmes.dll);

5) oubsmoteka 6a30BbIX (yHKIHIA paboTel ¢ MQSeries (MQBasec.dll);

6) Oubmmoreka MmMUGPOBAHUS JAHHBIX BCTPOSCHHBIMH aJITOPUTMaMHU
Windows (WinCrypt.dll);

7) mporpamma HACTPOUKH TaOIHIIBI MapIIpyTH3aIIN
(TransportParam.exe, BTCutils.dll — 6ubaroreka BcrioMoraTeIbHbIX (YYHKITUH);
— KOMMNJIEKC NONYYeHUs] 0OHOBIEHUU NPUKIAOHO20 NPOSPAMMHO20 0becnedetusl

(manee — ITITO):

1) OubnroTeka O0OpabOTKM 3alpoOCOB HA TOJy4YCHHE OOHOBJICHHMIA
(UpdtChk.dll);

2) mporpamMma 3arpy3ku ooHosjeHuii (SoftUpdate.exe);

3) ciyx0a aBromarndeckoro ooHosiaenus [1T10 (UpdateService.exe);

4) mporpaMma HACTPOMKH TapaMEeTPOB aBTOMATHYECKOTO OOHOBIICHUS
(UpdateParams.exe).

[Ipumeuanue — KomnoneHnTsl mH(OpMAMOHHONW O€30IAaCHOCTH B COCTaBE KIIMEHTCKOU

yactiu mnojcucrembl uHpopmanunonHoro B3aummozeiictBus AWC Kb 3aumcTBOBaHBl 13
AC MBP, Bxitouasi COOTBETCTBYIOIIYIO IOKYMEHTAIIHIO.

bubmmoreku QpyHKIUI NOACUCTEMBI HHPOPMAITMOHHOTO B3aUMOAECUCTBUS MOTYT
ObITh MHTErPUPOBAHbI KaK B aBTOMAaTH3UPOBaHHOE pabouee MECTO KOHEYHOIo
nojb3oBaTens, Tak U Bo B3aumozeicTBywlyrw ¢ AWC Kb aBTomatn3mpoBaHHYIO
cucteMy. B cocraBe ycTaHOBOYHOIO KOMIUIEKTA ITOCTABJISIOTCA MPUMEPHI SCan.exe u
stop.exe (¢ UCXOTHBIM KOJIOM) JJII OpTaHU3aIMi COOCTBEHHON MTOTOKOBOM 00paOOTKH.

JlononHUTENBHO, MO 3ampocy OpraHu3anuu — YyacTHuka KpenutHoro
perucrpa, g peald3aluud  MOTOKOBOM  0OpabOTKH  3ampocoB  yJAJ€HHBIX
MOJIb30BaTeNICH (TaK HA3bIBAEMOTO CEPBEPHOTO PEIICHUS ), MOCTABIISIFOTCS HHCTPYKITUH
mo 3aHeceHuto kmoua OLIl B mamMaATeh KOMIBIOTEPA M IPOTPAMMHBIE MOJYJIH:
MporpamMma 3arucH KJII4eBOol HHPOpPMalMK U3 HOCUTENS KIF0Ya B aMITh KOMIIbIOTEpPa
(KeyToMem.exe) u OubimoTeka Jjis padOThl ¢ HOCUTEIIEM KIIt04Ya, COXPAHEHHOTO B
namstu kommbiotepa (FDT_Mem.dll). TTo Bompocam mosydeHus: AONOJHUTEIBHOTO
[10, aBromatmzanuu u peanu3aiuu coOctBeHHoro [10 VYwuactauka KpenutHoro
perucrpa ciueayeT oopamarhes K anMuHucTparopy KpenutHoro perucrpa.
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2 OBIIEE OIIMCAHME

2.1 Onucanue MeXaHHU3MA 3AIUIIEHHOI0 B3aUMOJAEHCTBHSA

B3aumoneiicteue noisb3oBareneii  AUC Kb ¢ KpemutHeim  peructpom
OCYUIECTBJISIETCS TOCPEACTBOM OOMEHA 3JIEKTPOHHBIMHM JIOKYMEHTaMU — 3alpocaMy U
orBetamu — XML-coobmenusmu yctaHoBiaeHHoro ¢opmara. B cocraBe komIuiekTa
YCTAaHOBKH TIOJL30BATEII0 TOCTABISIIOTCA Habop oOmmux cxem XSD mis 3ampocoB k
KpenutHomy perucTpy u COOTBETCTBYIOIIUX 0TBETOB KpenuTHoro perucrpa.

Beimonnenne 3anpoca Kk KpeauTHOMy perucrpy BKJIIOYAET BBIIOJIHEHHE
«HEpa3pbIBHBIX» omnepauuii noanucu (Beramcienus OLIII) 3ampoca, oTmpaBku €ro Ha
cepep npwioxkennit AVC Kb, oxugaHuss W MNOJyd4eHUsT OT CEpBEpa MNPHIOKEHUN
orBeta M mpoBepku OLII orBera. CpeACTBOM BBINOJHEHUSI 3alpPOCOB  SIBISETCS
pacnpeneneHHas noodcucmema ur@opmayuonunozo e3aumooeticmeus AUC Kb,
COCTOSIIIAs U3 KIIMEHTCKOW U CEPBEPHOI YacTH, COOTBETCTBEHHO YCTAHABIMBAEMBIX HA
KJIIMEHTCKUX pabouux Mectax u Ha cepBepe npunoxxennd AUC Kb.

B AUC Kb ¢yHKIIMOHUPYIOT J1Ba cepBepa MPUIIOKEHHM, B3aUMOICHCTBYIOIINE
c Oazoii manHbix KpeauTHoro peructpa. B 3aBUCUMOCTH OT HAacTPOEK BBIMOJHEHUE
3anpocoB kinumeHTa AMC Kb MoXkeTr OCymecTBIATBCA 4YeEpPE3 OCHOBHOW CEpBEP
npuioxkenuit AISCOSRV nu6o uepe3 pesepBHbiii cepBep mnpunoxkenuit AISCOSR2
(b0 npyrue pe3epBHBIC CEPBEPHI).

2.1.1 3amwura coequnenuii WebSphere MQ

TpancnopTHass cpedga NOACUCTEMbl HH(DOPMALMOHHOTO  B3aMMOJICHCTBHS
ctpoutcsi Ha ocHoBe cepepa WebSphere MQ, ycraHOBIEGHHOTO Ha cepBepe
npunoxennii AWUC Kb, u kmuenroB WebSphere MQ, ycranaBnuBaembix Ha
koMmmbroTepax noibs3oBareneid AVC Kb. Tlepenaya u npuem coobmienunit Kpenutaoro
peructpa ocyiiecTBisercs B Buae coobOmenuii WebSphere MQ mocpenctBom
KJIMCHTCKUX KaHajoB U ouepeneii WebSphere MQ.

Ha yposne noaxmrouenusi kanainoB WebSphere MQ ocyiectisiercst 63aummas
aymenmugukayus CTOPOH y3na-cepBepa — cepBepa mnpmioxeHuit AUC Kb u y3na-
KiveHta — paboyero wmecta mnonb3oBatens AWMC Kb. Ilponeaypa B3auMHOU
ayTeHTU(UKALMKA peaii30BaHa B COOTBETCTBHUU C IMPOTOKOJIOM, MPHBEACHHBIM B [4].
[loacucrema MHPOPMALMOHHOTO B3aUMOJEHCTBUS, UCIOJb3Yys BCTPOCHHBIE CPEACTBA
ayTeHTU(UKAIMK, TapaHTUPYET, 4TO 3anpoc K KpenutHoMmy peructpy OyaeT mosydeH
TOJBKO OT 3aperucTpUpoBaHHOr0 padodero mecra momnbizoBarenss AVUC Kb (kiuenta
AUC KB), u To, yto oTBeT OyaeT Bbiaan cepepom npunoxkennit AVIC Kb.

3ammra KOH(PUACHIHMAIBHOCTH  JaHHBIX OOECIEeUMBAETCS  IMOCPEACTBOM
KaHANbHO20 WUPPOBaHUs TaHHBIX, YCTAHABIMBAEMOTO JJII BCEX KIMEHTCKUX KaHAJIOB
WebSphere MQ (¢ ayrentudukanueit). Illudpyercs Bech «Tpaduk», BKIIOUYas
VOPABJSIIONTME COOOIICHHs (CoAepiKame, B TOM 4YHCJIE, WMEHA COEIUHEHUH).
[HIudppoBaHre OCYMIECTBISETCS B COOTBETCTBUM cO craHmaproM [5]. Kirouom
mupoBaHUsS  SBISETCS CEAHCOBBIA  KJIIOY, BBIpA0ATHIBAEMBIA TIPH  KAKIOM
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HOJKJIFOUCHUM KJIMEHTCKOTO KaHaya (oOmmii ko4 ayreHtudukanuu). OnucaHue
KOMILJICKCa 3aIuThl coenHennit MQSeries npuBeneHo B [6].

[Tpu moaxmrouennu kimeHta AVC Kb mpousBoauTcst mpolieypa perucTpanin
kanaima WebSphere MQ, B mporecce KOTOpOii BBITONHSAETCS TEHEPANUsl KOMIUICKTa
KITIOYEH NIl MPOTOKOJa B3aUMHOW ayTeHTU(UKAIMKM U 3alHCh KIIIOUEBHIX TaHHBIX B
aMsATh KOMITBIOTEPOB y3JIa-cepBepa (Ha cepBepe NMPWIOKCHHI) W y3ja-KiHeHTa (Ha
kmnente AVC KB). Peructpanms kaHama TpPOU3BOAUTCS TPHU B3aUMOJICHCTBUU C
anmuaucTpatopoM KpemutHoro peructpa (cM. [1]). Ha pabouem mecte mosb3oBates
AUC Kb ucnonsiyetcst mporpamma peructpanuu kananoB (RegAuth.exe), onucanue
paboThI KOTOPOH MPUBEACHO B [7].

J1J11 HOBOTO KJIMEHTCKOTO MECTa pPeriucTpupyroTes aBa kanaiga WebSphere MQ
— JUIsl TIOJKJIFOYEHUS] K OCHOBHOMY CEpBEpY MPUIOKEHUH M K PE3EPBHOMY CEpPBEPY
npwioxenuit. Kimmenr AUC Kb nactpamBaercs Ha paboTy ¢ OJHUM M3 BBIOpaHHBIX
CEpPBEPOB TMPWIOKEHUHN, YCTAHABIMBAas €ro aKTUBHBIM B MPOTPAaMME HACTPOUKHU
napameTpoB mojakitoueHus kK cepsepy npuwioxenuit AUC Kb (cm. 3.7).

B knmeHTCcKuMX KaHalax Ha cropoHe cepepa mnpwioxenuidr AVC Kb mid
pasrpaHudeHHs TMpaB JgocTyrna kK oObekram WebSphere MQ s oObIUHBIX
nonp3oBarenet  KpenutHoro - peructpa — yCTaHaBIMBACTCS ~ TEXHOJIOTUYECKUI
uneatupukatop MCA-noms3oBatens AISCOCLNT, a mug  agMHHHCTPATOpOB
Kpenutaoro peructpa — AISCOADMIN.

2.1.2 DUII

3anpocsl nosb3oBarenss AVC Kb u otBersl cepepa mnpunoxenuin AUC Kb
SABJISIFOTCSL  DJIGKTPOHHBIMU ~ JOKYMEHTaMH, T.€. JIOKYMEHTaMH, COJEpKAIIUMHU
anekmpounyo yugposyro noonucv (OIII), KoTOpas CIYKWAT IS TOATBEPKIACHUS
I[EJIOCTHOCTH M TOJJIMHHOCTH JOKYMEHTOB. BbipaboTka (TOAMUCHIBAHKE) U MPOBEPKA
OUII  ocymecTBiasieTcss C  WCIOJB30BAHMEM  BCTPOEHHBIX B IOJACUCTEMY
WH()OPMAITMOHHOTO  B3aUMOJCHCTBUSA  cepTuduimpoBaHHeix  cpencts DI
(paspaboranabix 3A0 «ABecT»), KOTOpPBIC pEaM30BaHbl B COOTBETCTBHHU CO
cranpaptamu [8] u [9]).

[Ipn mnoxaxmouenun kiaueHta AWC Kb (paGodero mecra) s Kaxaoro
none3oBarensi AWNC Kb co3maercs smusblii  kmtou  JIIL.  CooTBeTcTBYROUIMIA
ceprudukar otkpeitoro kmova LI momemaercs Ha cepBepsl npuioxenuid AVIC Kb
st npoBepku DLIT XML-3anpocoB. CepTHUpUKATBl OTKPBITHIX KIIOYEH CEpBEPOB
npunoxennt AC Kb nocrasmstorest Ha Bee y3nbl-kineHTel AVC Kb st mpoBepku
OLIT XML-oTBeTOoB.

[Ipu ycTaHOBKEe KJIMEHTCKOrO pabodero Mecra OCYIIECTBISETCS 3aIlpoc
JoKanbHOM 0a3bl cepTudukatoB oTKpeITHIX Kiarouerd CK3U (cm. 3.6.2). JlokanbHas 6a3a
ceprudukaroB oTKpbIThIX Kimrouert CK3U kmmenta AUC Kb Britouaer cepTudukathi
oTKphIThIX KiItouei DIIIT cepepoB npumnoxenus AVUC Kb u Bcex OTKPBITBIX KITIOUEi
OUIT rpynmer nonb3oBareneit CK3U (3agannoii ipu ycranoBke 110).

VYupasnenue knrouamu OLII, reHepanus, co3gaHue 3asiBOK Ha PETUCTPALIMEIO
OCYUIECTBJISIETCS. HEMOCPEJNCTBEHHO Ha paboueMm Mecte mnonb3oBatenss AWC Kb ¢
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UCIIOJIb30BaHUEM mporpamMmbl peructpauuu  kmouer CK3U. Onwucanme paboThb
nporpammMbl nipuBezicHo B [10]. Omepanmu ¢ wimrouamu DL (HOBBIM KirO4Y, CMeHa,
yliaJieHrue) OCYILECTBISIOTCS B COOTBETCTBUU C 3asgBKaMU (Ha OyMa)KHBIX HOCUTEJNSX),
npuBeaIeHHBIME B [11], Tpy HemOCPEACTBEHHOM B3aMMOJCHCTBHH C aJIMHHUACTPATOPOM
6e3omacHoct PacueTHOro 1eHTpA.

2.1.3 IlpaBa amns BHINOJHEHUS 3alPOCOB

[Ipn BbIMOTHEHMM 3ampocoB B 0Oa3ze naHHbIXx KpeautHoro peructpa
BBITIOJTHSACTCST aBTOopu3auusi kaxaoro mnoisb3oBarens AWC KB ¢ ToyHOCThIO [0
MIPEOCTABISIEMbIX MIPAB Ha BHIMIOJIHEHUE KaxA0ro Tuma 3ampoca. [IpaBa Ha3zHavaroTcs
Ha Kaxnaeli kmod Ol B coorBerctBum ¢ wuaeHTudukatopoMm kioya CK3U
(maTH3HAYHBIM HOMepoM) Tipu noakaoueHnn kineHta AVUC Kb unu npu noGaBieHun
HOBOrO ToJib30BaTeNa B rpynmny mnoJb3oBateneid CK3UM. IlpaBa mnpenocTaBistoTCs

aIMUHUCTPAaTOpOM KpeauTHOTrO perucTpa B COOTBETCTBUH C 3assBKaMH, MTPUBEICHHBIMU
B [11].

2.2 OnucaHue JIOTUKH BHINOJHEHNsI 3alIPOCOB

JlUia  BblONMHEHWs 3ampoca npukiagHble nporpammbl  knueHta AWC Kb
(mocraBisiemMble MO0 COOCTBEHHBIE MPOTPAMMBI JIJISI aBTOMATH3HUPOBAHHOW MTOTOKOBOM
00pa0OTKM) BBI3BIBAIOT (YHKIIMKM OUOIMOTEK KJIMEHTCKOM YacTH MOJICUCTEMBI
nH(popManmoHHOTOo B3auMoAeucTBUs. OcCHOBHOM (QyHKIMEH sBisieTcss (QyHKUUA
ExecDataProc n3 6ubnuoreku 6a3zoBbix ¢pynkuuii Basic.dll wim napa ¢yskiuu: Send u
Receive — mpu pasnesieHHOM Tpoliecce OTIPABKU 3ampoca W TOJIY4YeHUs OTBeTa. B
KauecTBE BXOJHBIX MapaMeTpoB Ha BxoJA (YHKUMHM mepeparoTcs: WHoOpMmanus o
JIOTUYECKOM MapuIpyTe, yKa3aTelab Ha IepelaBacMble JaHHBIE 3alIpoca B MAMSTH U UX
pa3Mep W/Uiu ykazarensb Ha Oydep /uist moaydaeMbIX JTaHHBIX OTBETA.

Jlocuueckuti mapwpym (mapuwipym) — 3TO KOMIUIEKT [apaMeTpOB MOJACUCTEMBI
3aIUIIICHHOTO B3aMMOJICHCTBYS, UCTIOJTb3YEMBIN GYHKITUSIMU Basic.dll,
ycraHaBiuBaeMblii B pazgene peectpa OC HKLM\SOFTWARE\BTC\Router. Nwms
noJipaszziesia B ’TOM pasJielie peecTpa ABIsSETCS UMEHEM (MACHTU(PHUKATOPOM) MapLIpyTa.
[TapameTpsl MapuIpyTa OINpEAENSIOT HalpaBleHUE IJs Mepenadyu, npuema Jaudo
00pabOTKM AaHHBIX B PACMIPEEICHHOW TPAHCIOPTHOM MOJCUCTEME 3allMILEHHOTO
B3aMMOJICUCTBUS (TUI MapuipyTa ompeaenseT padoty c¢ daitmamu, ¢ peectpom OC,
coobmenussmu WebSphere MQ u ap.). s HacTpoilku ¥ TpOCMOTpa MapuipyToOB
UCIIOJIb3YETCsl pOorpaMMa HAaCTpPOWKHU Tabiuibl Mapuipytusauuu TransportParam.exe
(cm. 3.1).

OCHOBHBIM HaYaJIbHBIM MapuipyToM sl BbloiaHeHus 3amnpocoB ANC Kb
sisiercs  mapuipyr KB (cM.  HacTpoiiku  Mapmipyra B OKHE  IIPOrpamMMbl
TransportParam.exe na pucynke 1).
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-

,g HacTpoiika napamerpos TpaHocnopTa EI [=] @
b apwpyri [TTK) | M aplpytHsarop |
Tatnuua MapLUpYTHESLMMA KB
ADMIN_NOTIFY O nucaHmWe
AISCO_ARC_IM |
AISCO_ARC_OUT
AISCO_TRASH Budnuorera ogpadortu [*.dl) Tun HocuTENA
DefaultChiType - -
| DocSigne.dil j | iFey 100 ﬂ
KB _ML
KB_MO2 [v $OPHATHEIN KOHTPOAE MCROLALME COOGLEHWEA
F.epDistributionGroup
KevMar [v NoOgnMCEIESTE MCROQAWME COOBLEHMA
KeytdariC [  POPMATHEIA KOHTPONE BROLALLMY COOGLLEHM
Fewtdgr REMOTE
FeplnitlD_Group [ NpoOEEPATE NOAMMCE BHOJALIMA COOBLLEHME
Mode_ID
Regfuth CORpAHEHWE B APXME BROGALIME CODGL EHME
RegCEnc
ReqFBase |41SCO_SRC_IN |
EziFll%d CoNpaHEHHE B ApXME MCKOLALMY COOBLLEHIMA
UpdateParams |AISCO_ARC_OUT -]
UPDATE_LIST
JPDATE_SERVER CoxpaHeHue/oopatoTka Gpaka
|£15CO_TRASH -
Hanerefiwan ofpatoTka
FEB_M -
HNofSaemTe | Hoanme | | MUl J
[v pazpeluTE YnaneHHEN BRISOE
M 3rEHMTE THN | |
B o

Pucynok 1

[lepenaBaeMble aHHBIE 3aMpoca U MOJIy4aeMble JaHHBIE OTBETA MPEACTABIISIOT
co0olt ayekTpoHHbIE JHOKYMeHThl (opmatra XML. JlokyMeHTHI 3alpocoB U OTBETOB
JOJDKHBI (POPMHPOBATHCS HAa OCHOBAHUM cXeM XSD, KOTOpbIe yCTaHABJIMBAIOTCS KakK Ha
y3JIe-KJIIMEHTE, Tak U Ha cepeepe npuitoxkennd AVUC Kb.

[Monyun ums mapmpyra KB, ¢ynxuus Basic.dll (ExecDataProc) mepenmaert
yrpaBJieHue OMOIMOTEKe BBIUMCIICHUS/IpoBepkH moanucu nokymentoB (DocSignce.dll),
KoTopasi ycraHoBjeHa B mapiipyTe KB kak 6ubnuoreka o6pabotrku (oOpadbotuuk). B
obpadoTunke DocSignc.dll BeimonHsAIOTCS CreyoIIKe qeHCTBUS:

1) BbInoJIHEHHE TIPeno0padoTKu 3ampoca. OCyIIECTBISCTCS CHHTAKCHUSCKHM
(dhopMaTHBIE KOHTPOJIb M MOJNHCHIBaHUE, T.e. BbruuciaeHue OIIII, B cooTBeTCTBUU C
YCTaHOBJICHHBIMU omniusMu B Mapmpyre KB mis ucxomsmux coobmennii. Ecnu
mpou3onia omubKa B IMpoliecce MpeaoOpadOTKH, TO COOOIICHHE HaIpaBJIsSeTCsS II0
mapipyty «Coxpanenune/oopadorka Opaka» (AISCO_TRASH), eciu Takoir MapuipyT
yctaHoByieH B mapiipyte KB. Eciau mpousomnina ommbka B mporiecce 00padboTku Opaka,
TO 00pabOTYMK 3aBeplIaeT paboTy W BO3BpAIAeT. KOJI OMIMOKU B MPOIecce 00padoTKH
Opaka, eciu MPOU30IIlIa ONMTMOKA KOHTPOJIS, WK KoJ omuoOku Beraucienus DI, ecnu
IPOU30IILIa OUTMOKA TPU MOMUCHIBAHUY;
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2) coxpaHeHHe COOOIIEHHsI 3ampoca, MPOIIEIIIero MpeaoopadboTKy, B apXHBE
UCXOJSIIMX JIOKYMEHTOB. BbImonHsieTcss mnepegadya cooOIIEHHUs IO MapipyTy
«Coxpanenne B apxuB wucxomammx coobmenuii» (AISCO_ARC _OUT), ecau B
mapuipyre KB ycranoBnen Takoit wmapuipytr. Ecim  mpoumsommia ommbka mpu
COXpaHEHUH, TO 00pabOTUYNK 3aBepIIacT padoTy M BO3BpAIIacT KO dTOM ONTHOKY;

3) mepenaya 3ampoca AJsl BbINOJHEHUsI HA cepBep nmpuio:kenuid. [lepenaya
npou3BOMUTCS 1o MapupyTy «JlanpHeiimas oOpabotka» (KB_MQ#, rme # —
MOPSIIKOBBIA  HOMEp CepBepa NPHIOKEHUH, JJII OCHOBHOTO — OTCYTCTBYET),
ykazanHomMy B Mapmipytre KB (cMm. okHO mporpammel TransportParam.exe Ha
PHUCYHKE 2).

ﬁ Hacrpolika napameTpos TpaHonopTa EI =] @
Mapwpyre [TK] | M apwpytHsarop |
Tatnuua MapWpyTH3aLMI EB—MD
ADMIN_NOTIFY e
AISCO_ARC_IM |
AISCO_ARC_OUT
AISED:T FACH Myre Tun nokaneHoro kG
DefaultChiType |:KE | K.nueHT j
kB
ML reHERKER Connection Mame
FE_MOG2
KepDistibulionGroup \BISCOSRY_MOM 10.213.21414)
Ezﬁmg:EN Mraa kanana MHTEpEAN OHU0AHWA OTEETOE
Keptdar_REMOTE |E7950005.CHL 30000
FewlnitlD_Group
Mode_ID Ouepeak anpocos
Reguth INCOMQUERY.LO.QUEUE
RegCEnc
RegFBaze
RegFind Ouepenk oTEETOE
Serv_|D |
|JpdateParams
UPDATE_LIST P OpMAT COOGWEHHE [ paspewuTe WianeHHEIN BRIS0E
UPDATE_SERVER | LT E—
NokaneHan KogHpoBE.a | TCP j
| [v aYTEHTHDMEALMA KaHana
HofaeHTE | Haanre | YpaneHHaA kogKpoBka [v KaHaneHoE WMPpOEaHWE
M atAeHTE THN | | | [v CiaTHe QaHHE

Brmon,

Pucynox 2

B coorBercTBUM ¢ mapameTpamu, Yyka3zaHHbIMH B Mapmpyte KB _MO#,
BBITIOJIHSIETCS TIEpeiada JaHHBIX 10 MUGPOBAaHHOMY KaHATY CBSI3U C ayTeHTU(]UKaen
Ha ycTtaHOBJeHHbIN cepBep npunoxkeHuid AVC Kb B ouepear 3ampocoB U MOITYYEHHE
JAHHBIX B TMHAMUYECKU CO3/IaBaEMYIO0 KIIMEHTOM BPEMEHHYIO Ouepe/lb OTBETOB (WM B
SABHO YKa3aHHYIO odepeap 0TBEeTOB). llepenaya cooOlIeHns oCymecTBIsSETCS B pEKUME
0’KHMJIaHUSI OTBETA C YCTAHOBJIEHHBIM MHTEPBAJIOM OkuAaHus. Ha cepBepe npuiioxeHui
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BBITIOJIHEHUE 3aIPOCOB MPOU3BOJUTCS 00paOOTUYMKOM, YCTAHOBIEHHOM /I 00pabOTKU
TOM odYepenud 3ampocoB  ciayxOoil Router cepBepHOl YacTW MOACHCTEMBI
UH(OPMAITMOHHOTO B3aUMOJICHCTBUS (YCTaHABIMBACTCS HECKOJIBKO KOMHUM CITYX OBl JIJIst
OJTHOW odepenu JJisi yCKOpeHus mporecca oOpadorku). [Tomumo 3ampoca B ciryxOy
Router mepenatorcs mapamerpsl mapmpyta KB_MQ#, rae B mone «IlyTh» ykaszpiBaeTcs
MapIpyT ¢ mapameTpamu il 0o0paboTkm Ha cepBepe mnpwioxkenuin ((KB). Ilox
yIpaBJIeHUEM CIIy>KObl ROULEr BBIMONHSIOTCA CHUHTAKCUYECKUH KOHTPOJIb M IPOBEPKA
OUII monb3oBarenss AUC Kb, coOCTBEHHO BBIMIOJIHEHHE 3ampoca Ha cepBepe O0asbl
nanabix  KpemutHoro perucrtpa, ¢opmupoBanne otBeta Qopmata XML, ero
CUHTAaKCUYECKUN KOHTpOJIb M mnoanuckiBanue kimouoMm OLIT cepepa mpuinoxeHuit
AUC Kb.

B pesynbraTe BBINONHEHHS 3ampoca ciyk0a CepBepHONW YacTU IMOACHCTEMBI
MH(GOPMaLIMOHHOTO B3auMoJieicTBUsl ROUtEr knazer cooOuieHre OTBETa BO BPEMEHHYIO
JMHAMHMYECKYIO OUepelb OTBETOB (WM B SIBHO 33JJaHHYIO OUY€pE/lb OTBETOB);

4) moJry4eHue K0Ja BO3BPATA IIPH MMOJyYCHUU OTBETA OT CepBEpa MPUIIOKCHUN
WIM 110 HCTEYEHUM HHTEpBaja OXHUIAHMS OTBETOB. Eciau Kkoxa Bo3Bpara uMeer
MOJIOKUTENBHOE 3HAaYEHWE, TO OTO O3HAYaeT I[OJyYeHUE OTBETa OT cepBepa
npuiokeHuit — coobmenus ¢popmata XML. Ecnu monydeH KoJl Bo3BpaTa, UMEIOIIUMA
OTpULIATEIIbHOE 3HAYEHHE, TO 3TO O3HAYAET, YTO OTBET HE MOJYy4YEH IO NPUYUHE
OIIMOKH, ¥ B 3TOM ciiydyae 00paboTUMK 3aBepiiaeT padoTy ¥ BO3BPAIIAET MOJYyYECHHbBIN
KOJI, T.€. KOJ, OIITNOKH;

5) BbImosiHeHHe  00padOTKM  OTBeTa OT  CepBepa  NPHUJIOKEHHI.
OcymiecTBiseTcss CUHTAKCHMUeCKuM (QopMaTHbIii KOHTposib W TipoBepka Il B
COOTBETCTBUM C YCTAaHOBJCHHbIMH ommusMu B wMapumpyre KB mis Bxoasmux
coobmenuii. Ecnu mpousonuia ommOKa NMpU MPOBEPKE, TO OTBET HANPABIAETCA IO
mapiipyty «Coxpanenune/oopadorka Opaka» (AISCO_TRASH), eciu Takoir MapuipyT
yctaHoByieH B mapiipyte KB. Eciu nmpousomnina ommbka B mporecce 00paboTku Opaxa,
TO 00paboTuMK 3aBepiaeT paboTy U BO3BpAIIAET KOJ 3TOW OIMOKH, €CIU MPOU30IIlIa
OIIMOKAa KOHTPOJs, uiu koj ommOku nposepku DUII, ecnu mpousonna omubdka mnpu
nposepke DLII,;

6) coxpaHeHne cOOOIIEHUsI OTBeTa, IMPOIICIIICTO IPOBEPKY, B apXUBE
UCXOJAIIMX JOKYMEHTOB. BpINonHsieTcs mepenaya COOOIIEHWS 1O  MapuipyTy
«Coxpanenue B apxuB Bxomsnmx coodmienuit» (AISCO_ARC_IN), ecnmu B MapmipyTe
KB ycranopien Takoil MapuipyT. Eciu mnpowu3somnia ommOka MpU COXpaHEHUU, TO
00paboTuuK 3aBepiiaeT paboTy U BO3BpaIIaeT KO ATOW OIUOKH.

HUtak, B TMpUKIATHYI0 TPOrpaMMy  BO3BpaIlaeTcsl KOJ  3aBEPIICHUS
obpaborurka DocSignc.dll kak Bo3Bpar (QyHkIHH OHOIHOTEKH 0a30BBIX (YHKIIHIMA
Basic.dll (ExecDataProc). Eciu ko Bo3BpaTa HMEeT MOJIOKUTEILHOE 3HAYCHHE, TO 3TO
O3HAYaeT MoJlyueHue oTBeTra — cooldmieHus Gopmata XML oT cepBepa mpriioxKeHUI
AUK Kb B 6ydepe mamstu, pazmMep KOTOPOTO €CTh 3HaUEHHE KOjla BO3BpaTa.

Ecnm mosmydeH Kox BO3BpaTa, MMEIOIIMNA OTPULIATENBHOE 3HAYEHHE, TO OTO
O3HAYaeT, uTo B Oy(depe maMsTH HET JaHHBIX OTBETA, U B IAHHOM Cllyyae KoJi BO3BpaTa
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— 3TO KOJ coobIreHus o0 omuoke. Koasl ommoOoK, cooOImeHns 00 omMOKax U cocoo
IIPOrPaMMHOTO ITOJTyYEHHUs TEKCTOB COOOIICHUI ITPUBE/ICHBI B pasjene 4.
B  mpomecce pabotel  oOpabotumka  DocSignc.dll  momomHuTeNnBEHO

OCYIIECTBIISIETCS MMPOTOKOJIMPOBAHNE OMMOOK M MPUYMH WX BO3HUKHOBEHHUS B JKypHAI
coosrtrit Windows «IIpunosxeHue».
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3 HACTPOHKA KJII/IEHTCUKOFI YACTH  HOJCHUCTEMBI
HH®OPMAIIMOHHOI'O B3AUMOJIEVICTBUSA

Bce HeoOXxoaummbie mapamMeTpbl TEPBOHAYAIBLHO YCTAaHABIMBAIOTCS IIpU
MHCTAJUILMKN KIMEHTCKOM YacTH IMOACUCTEMBbI MH(OPMAIMOHHOIO B3aUMOJECUCTBUS
(cM. [1]). U3meHsITh mapaMeTphI TTOCTIE YCTAHOBKU HE TpeOyeTcst 0€3 SIBHBIX PUYHH.

Ecnu B mpornecce BeIMoOJIHEHUST omnepanuid (3ampocoB) mnosib3oBaresb AVC Kb
noJiydyaeT cooOmieHuss 00 HCTEYeHWH HWHTEpBajia MOJMy4YeHUs HaHHBIX C CepBepa
NPWIOKEHUH, HO MPU OTCYTCTBHUM MNPOOJIEM WM OMIMOOK CBSI3U, B TOM YHCIE Ha
cepBepe INPUIOKEHUM, TO B COOTBETCTBYIOIIMX HACTPOMKAX I0Jb30BATEIb MOKET
YBEJIUYUTh MHTEPBAJ OKMIAHUA OTBETOB M IMOBTOPUTH BBIMOJHACMYI OINEPAIUIO
(3anpoc). Takxke B mporuecce padoThl MOXKET MOTPeOOBAThCSI CMEHA TUIIA YCTPOICTBa
Hocutens kiaroda DI B aToM ciydae monbp30BaTeh yCTAHABIMBAET TPEOyeMbIil THIT
HocuTeas. Eciiv HeT HEOOXOAMMOCTH COXPaHATh YCIEIIHO OTHPAaBICHHBIE 3aIpPOCHI
u/unu  o0pabOTaHHBIE OTBETHI, I[OJIH30BATEIh MOXKET OTKJIYHMTH COXpPaHeHHe
coo0menuii. J[pyrue mapamerpsl g (PYHKIIMOHUPOBAHMS H3MEHSIIOTCS TOJBKO IO
TpeOOBaHUIO CITYKObI COITPOBOXKICHUS.

[TapameTpbl MHCTAJUISILMU KIIMEHTCKOW YacTU MOJACUCTEMbI MH(OPMAIMOHHOTO
B3aMMOJICUCTBUS ycTaHaBinuBaloTcss B peectpe OC. B OCHOBHOM HCHOJIB3YHOTCS
KOMILJIEKTBl IMapaMeTpPOB, TaK Ha3bIBAEMbIE MAapIIPYThl, KOTOPHIE PACIOJIOKEHBI B
nojpaszenax pasziena peecrpa OC HKLM\SOFTWARE\BTC. Onwucanue MapmpyToB
Y UX IIapaMeTpoB IpuBeneHO B [Ipunoxennn A.

Hactpoiika KJIMEHTCKOM 4acTH MOJICUCTEMBI MH(POPMAITUOHHOTO
B3aMMO/JICHCTBUS JOJKHA MPOU3BOAUTHCA IMOJI YUETHOW 3anmuchbio agMuHucTparopa OC
(8 Window 7 ¢ TOBBIIIIEHHEM MTOJTHOMOYHM aJIMUHUCTPATOPA).

JIns1 HaCTpOMKHM 1 MPOCMOTPa MAPLIPYTOB UCIIOJB3YETCA IPOTpaMMa HACTPOMKHU
Tabnuipl  Mapupytuszanuu - TransportParam.exe. [logpoOGHoe omnmcanue pabOThI
mporpamMmsbl T ransportParam.exe, TUNOB MapuIpyTOB M WX MapaMeTPOB MPUBEICHO
B [12]. Ecau B mapuipyte orcyrctByeT napameTp RemCall (o ymomuaHuio), To 310
03HAYaeT, YTO B MApPILIPYTE YCTAHOBJICH (PIIAYKOK «Pa3pELINTh YAAJTICHHBIN BBI30BY.

3.1 Hacrpoiika MapuipyToB /1Jisl BHIINIOJIHEHHS 3aMPOCOB

B mpormecce BbIMOMHEHHs 3ampocoB K KpeauTHOMY peructpy HCHOIB3YIOTCS
CJICYIOIINE MAPIIPYTHI:

— KB — ocHOBHOW MapumipyT, KOTOpbIA omnpeaenser OuOIuoTeKy s
BBIMOJIHEHUST 3ampocoB mpu BbizoBe (ynkuuu Basic.dll (ExecDataProc), omnum wu3
[IapamMeTpPOB KOTOPOU SIBIIIETCS TaHHBIN MAPILIPYT;

— KB_MQ# (KB_MQ, KB MQ2 u T.1.) — MapumpyTbl i JajbHEUIICH
00paboTKM, KOTOPBIE OMPEACISIOT MapaMeTpbl 0OMEHA TAHHBIMU C KaXKIbIM CEPBEPOM
npuioxennid nocpeacteom WebSphere MQ;

— AISCO_ARC _IN — mapmpyT sl COXpaHEHHUS BXOJMSIIMX AJICKTPOHHBIX
nokymeHToB XML — otBetoB KpeauTHoro perucrtpa, KOTOpPBIA OMNpPEAEIseCT MyTh
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coxpanenus (aiiiaoB u o6udanoreky savefile.dll s coxpanenus ¢aitioB ¢ yHUKaIbHBIM
UMCHAMH;

— AISCO_ARC_OUT- mapmpyT s COXpaHEHHS HCXOASANIUX AJICKTPOHHBIX
noKkyMeHTOB XML — 3ampocoB Kk KpeautHomy perucrtpy, KOTOPBIM ONpENEseT MyTh
coxpanenus (aiinoB u oudmmoreky savefile.dll ans coxpanenus haiinos ¢ yHUKaITbHBIM
MMEHAMH;

— AISCO_TRASH — mapmpyT nnsi coxXpaHeHHss OTOpPaKOBaHHBIX BXOSIIUX
TM00 HCXOIAIIMX DSJICKTPOHHBIX MTOKyMeHTOB XML, KOTOpBI ompenenser myTh
coxpanenus (aiiiaoB u oudanoreky savefile.dll s coxpanenus ¢aitioB ¢ yHUKaIbHBIM
UMEHaMH.

[TapameTpsl MapiipyToB npuBeeHbl B Tabnuie A.1 [punoxenus A.

Mapuipytr KB onpeaensier 6ub6anoTexky o0pabOTKU 3JEKTPOHHBIX JTOKYMEHTOB
dopmara XML DocSignc.dll u ee mapamerpsl (CM. OKHO THPOTPAMMBI
TransportParam.exe Ha pucyske 1):

— ONIMHU JJIS BBITIOJIHEHHUST ()OPMATHOTO KOHTPOJISI, BBIUMCICHUS W TPOBEPKH
SUIT 10KyMEHTOB (3aIpOCOB U OTBETOB);

— MapUIpyThl JUIS COXPAaHCHHS HCXOMIANIMX JIOKYMEHTOB (3ampocoB) W
BXOJSIINIUX JOKYMEHTOB (OTBETOB), MapuIpyT sl COXpaHEHUs/00paboTku Opaka
(3armpocoB 1 OTBETOB);

— MapumpyT i AanbHedmend o0paboTKH, UCHOJAB3YEeMbIM Mg Tepeaadu
3ampoca s BeIoaHeHus Ha cepsep npwioxennii AC Kb;

— THUI UCIIOJIB3yEMOT0 HocuTes kintoua DLII.

N3 mapaMeTpoB MOKET U3MEHSTHCS MOJIb30BaTeIeM THUI HOcUTeNs Kiroda 1T
IpU CMEHE THUIa HOCUTEINs Mociie ycTaHOBKU. Kpome Toro, mosib3oBaTellb MOXKET HE
yCTaHABJIMBATh OMIIMM COXPAHEHMS] B apXHMBHBIC KAaTaJIOTH, €CIM JTO HE TpeOyercs,
HanpuMep, B ciiyyae korga codctBeHHoe 110 obecrieunBaeT coxpaHeHHE B apXHUBHbBIC
KaTaJIOTH.

[Tpu mepexome Ha pabOTy C APYTHM CEPBEPOM MPHIOKEHUNA MapIIPyT IS
nanpHeen o6padotkn KB MQ# apromatmyecku (0€3 ydacTus TMOJIb30BaTENs)
KOPpPEKTUpYeTCs IpOorpaMMoi HACTPOMKHU napaMeTpoB TIOJIKITFOUEHUS
K cepBepy npuiioxenui (cm. 3.7).

Omnmun 111 GopMaTHOTO KOHTPOJIS, BEIpaOdoTkH U npoepku LT ormensroTCs
TOJIBKO B  CJIy4a€ BBIIOJHEHHS TECTHUPOBaHUA (IO TPEOOBAHUIO  CIYXKOBbI
CONIPOBOKJICHHUS ).

B ciiyqae HE0OXOIMMOCTH WM3MEHEHUSI PACIOJIOKECHHUSI apXMBHOTO KaTajora B
mapmipytax AISCO_ARC_IN, AISCO_ARC OUT wmm AISCO_TRASH 3nauenue
HOBOTO MyTH 3amaeTcs B mapamerpe Path HemocpenctBenHo B peectpe OC (B
crangaptHoii mporpamme Windows regedit.exe). [lnsg 3THX MapmipyTOoB MOXHO
YCTaHOBHTH COOCTBEHHYIO OMOIHOTEKY 00paboTku (0nbaroTeky-uiaruna Basic.dll) wmm
W3MEHUTH TUI MapIIpyTa.

B mapmipyre KB_MQ# onuceiBaeTcs crocod oOMeHa JaHHBIMU C CEPBEPOM
npunoxenuit AUC Kb nmocpeactsom WebSphere MQ (cwm. pucynok 2). IToas3oBaTens B
cllydae TIONyYeHHUs COOOIIEHUH 00 HCTEYCHHHM WHTEpBAJIa OXUIAHWUS TOJYYCHUS
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JTaHHBIX (IIPM OTCYTCTBUU COOEB WJIM OMIMOOK CBS3M) MOXET YBEIMUYUTh WHTEPBAI
OXXKuJaHust oTBeTOB. Onuuu AJi1 ayTeHTU(PUKAUUU U MU(PPOBaHUS KaHalla B MapuUIpyTe
KB_MQ# cHuMaroTcsi COBMECTHO C YCTAHOBKOW COOTBETCTBYIOLIMX OINLMH JUIsl KaHaja
Ha CTOPOHE cepBepa MPUIOKEHUU B CIydae BBINOJIHEHUS TecThpoBaHus. J[pyrue
napameTpsl MapipyToB KB MQ# koppeKkTHpOBaTh HE pa3peliaeTcs.

3.2 Hacrpoiika mapumpytoB cpeacts DIl um kommiekca ynpasieHHs
kiarwyamu CK3U

Kommneke ynpaiaenuss kmouamu CK3U um cpencrtea OUII ucnosb3yroT
CJIEIYIOLIME MAPIIPYTHI:

— KeyMgr — mapmipyTt ans oOpaileHuss K JIOKaJIbHOM 0a3ze cepTu(UKaTOB
oTkpeIThIX Kitoueit CK3U, ucnonb3yemsiii ipu nposepke LI (B DocSignce.dll);

— KeyMgrCN — wmapuipyt myisg oOpailieHuss K ILEHTPaJIbHOMY XPaHHIIUILY
kmoyeBor  uHpopmanuu CK3U, pacnonoxxeHHomy B PacueTHOM IIeHTpe Ha
LEHTPAJIbHOM Y3JIe CcHCTeMbl nepenaur (¢uHaHcoBod wuHpopmanuun AC MBP.
Hcnonp3yercs s OTIPAaBKH 3asiBOK Ha co3faHue U oT3bIB Kitouer DL B mporpamme
peructpaiun kimoued CK3U. BzaummoneiictBue kimenta AWC Kb ¢ nenTpanbHbIM
xpanunuiiem kimouer CK3U ocymectsisiercs uepes cepsep npuioxenu ANUC Kb;

— KeyMgr_REMOTE — wmapuipytr mist oOpaimieHus k 0aze cepTu(dUKATOB
oTKphIThIX Kitoueit CK3U cepBepa mpunoxkenuil. Mcnonb3dyercs s akTyalud3aluud
JoKaIbHOM 0a3bl cepTudukaroB OTKpHITHIX Kitodeit CK3U B mporpamme peructpanuu
kiroueit CK3U;

— KeyDistributionGroup — HOMep crmcka pacChUIKH KIFOYEBOW WH(OpMAIUN
(3HaueHue 2), KOTOPHIA BKIIOYAETCS B 3asBKU Ha co3nanue kimodei DIIT B nmporpamme
peructpauuu kimouer CK3W, ucnonb3yemslil 1Uisl pacChUIKH KIIFOUEBOW MH(OpManuu
n3 nentpanbHoro xpanwmima s AVUC Kb;

— KeyUnitID_Group — tpex3HauHblii uaeHTUGUKATOp rpymnbl kimroueit DI,
UCTIONb3yeMblid ipu uaeHTuGukauu kiaoued DI (msTu3naynblii uaeHTuduUKaTop) B
npoliecce Co3/laHusl 3asBOK Ha co3aanue kmtouert OIIII momb3oBarene u s
MOJIYYSHUS KITFOYEH CBOEU TPYMIbI IPHU aKTyalIH3alliy JOKAIbHON 0a3bl CepTHU(PUKATOB
oTkpeIThIX Kitoueit CK3U (cm. 3.6).

Mapuipytel komrmuiekca ynpasienus kimodamu CK3UW u cpencts DI m ux
napameTpbl puBeAeHbl B Ta0auie A.2 [Ipunoxenus A.

Ecnu npu otnpaBke 3adBok st co3ganus kimtouert DI nnm aktyanuzanun
nokanbHOM 0a3bl cepTudukaToB OTKpbIThIX Kioued CK3U (cm. 3.6) Bbigatorcs
cOO0IIeHUST 00 UCTEUEHUU MHTEpPBAJIa OKUIAHUS MOJYyYEHUs JaHHBIX (MPU OTCYTCTBUU
cO0€eB MM OMIMOOK CBA3M), TO MOJB30BATENb MOXKET YBEIUUYUTh WUHTEPBAT OXKUIAAHUS
orBeToB B Mapuipytax KeyMgr REMOTE u KeyMgrCN u noBTopuTh onepanuto.

Jlns mepexoma Ha pabory ¢ apyrum  cepBepom npuinoxkenuit AVC Kb
mapmipytel  KeyMgrCN u KeyMgr REMOTE aBtomatmuecku (6e3 yuacTus
MIOJIB30BATENS) KOPPEKTUPYIOTCSA MPOTPaMMONl HACTPOWKH MapaMeTpOB MOAKIIOYEHUS
K cepBepy npuiiokeHuid (cm. 3.7). Onmuu s ayTeHTU(DUKAIMU W/ mrudpoBaHUs
KaHaJIa B 3TUX MapLIPyTaX OTMEHSIOTCS TOJBKO B CIIy4ae BBINOJHEHUS TECTHUPOBAHUS
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I10 Tpe60BaHI/IIO CJ'Iy}K6BI COIIPOBOXICHUA, IIPUYEM B KaHAJIC Ha CTOPOHEC CEpBEpa
HpI/IJ'IO}KCHI/Iﬁ JOJIDKHBI OBITH YCTAHOBJICHBI COOTBCTCTBYIOIIUC OIIIUH.

3.3 Hacrpoiika MapuipyToB KoMILIeKca noJyuyeHusi oo0HoBaennii 1O

[IporpaMMHbIe  cpencTBa  KOMIUIeKca moiydeHuss oOHoBienuit  [1I1O
HCIIOJIB3YIOT CJIETYIOIINE MAPIIPYTHI:

— UPDATE_LIST -  wmapmpyT, ONpeneNsiomuid  CHUCOK  BEpCHid
ycranoBiienHoro II0 AWC Kb (B mnompasmenax 3to pazgena peectpa OC, T.e.
MapIuipyTa), HeOOXOAUMBIN JIsi (OPMUPOBAHUS 3alPOCOB HA MOJy4YeHHE OOHOBICHUMN
[1I10, ¢ yka3aHnuem OUOJIMOTEKH BBIIIOJIHEHUS 3alIPOCOB,;

— UPDATE_SERVER — mapmipyt aiisa nonyuenus aitnoB oonosnenuit [1I10 ¢
cepsepa npunoxenuit AC Kb;

— UpdateParams — mapmipyt, B KOTOPOM YCTaHABJIMBAIOTCS MapaMeTphl IS
nonyyeHus: oOHoBieHud [II1O, wucnonb3dyemsle s CayKObl aBTOMaTUYECKOIO
oonosaenus II1O (Applications Update Service).

Mapuipytsl KoMmIuiekca noiydeHus oOHoieHud IIIIO m ux mnapamerpsl
npuBeneHbl B Tabiuue A.3 [Ipunoxenus A.

Taxxe 1 ¢GopMupoBaHUs 3ampoca K CEpBepy MNPUIIOKEHUH HCIOIB3YEeTCs
MapIIpyT KOMIUIEKCa 3aIIuThl coequaennii MQSeries:

— NODE_ID - wapmpyt, omnpenenstomiuii uAeHTU(GUKATOP Yy3/Ia-KIHEHTa
AUNC Kb storo padodero mecta (cM. Tadbmuiy A.4 [lpunoxenus A).

Ecau npu nonmydyenuu obHoienuit 11110 BwiaroTcss cooOiieHus: 00 UCTeUESHUU
MHTEpBaja OKUJAHUs MMOTYUYEHUs JaHHBIX (TP OTCYTCTBUM COOEB UITM OMIMOOK CBSI3H),
TO TOJB30BATEIb MOXKET YBEIMYUTh HWHTEPBAl OXXUIAHWS OTBETOB B MapIipyTe
UPDATE_SERVER wu mnoBroputh 3ampoc (C TOMOIIBIO TPOTPAMMBI  3arpy3Ku
OOHOBJICHUI).

Jlns  ycTaHoBKM mapaMeTpoB B MapmpyTte UpdateParams wucmonb3yetcs
nporpamMma HacTPOMKH IapaMeTpoB aBToMaTHueckoro ooHoBieHus UpdateParams.exe.
[Iporpamma TMO3BOJIIET HACTPOUTH PEXKHUM 3amycka CiayxObl (mpu 3arpyzke OC
Windows, mmubo mo BpeMeHH), a TaKKe PEKHUMbI pPabOThI: TONIyYaTh TOJBKO
YBEAOMJICHHSI O HaJU4YMM HOBBIX OOHOBJIEHHI Ha cepBepe NPUIIOKEHUN WU
aBTOMATUYECKU TMOJy4aTh (Qailibl OOHOBJIEHMI B 3adaHHbI Kartanor. [lompoOnoe
oInvcaHue KoMILIekca nmoxydenus ooHosaenuii 1110 npuseneno B [13].

3.4 Hacrpoiika MapuIpyTOB KOMILJIEKCA 3alIUTHI coenuHeHuit MQSeries

[lporpaMMHBIC  cpelncTBa KOMILICKCa 3amuThl  coemuHenuid  MQSeries
HCTIONIB3YIOT CIICTYIOIINE MAPIIPYTHI:

— ADMIN_NOTIFY — wmapupyT, B KOTOPOM ONpPEAENEHBbl  PEKUMBI
OTOOpaKeHHUsS M IPOTOKOJIUPOBAHUS COOOIICHHI 00 OmMOKax CpeICcTB KOMILICKCa
3alUThI COeTMHEHMI TIpu paboTe kanana WebSphere MQ);

— DefaultChlType — mapmipyT ycranoBku tuna kanana. 3nauenue DefChiType
no cchuike B Path momkHO OBITH YCTAHOBJICHO PaBHBIM «2), YTO O3HAYAET TUI KaHaja
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«Clienty, u B mporpaMMe pErucTpaldd KaHajioB OyJeT BBIOMPAThCS TEPBBIM THII
xanaia «Clienty;

— Node_ID — mapmpyT, onpeaensomui uacHTH(GUKATOp padodyero Mecra —
y3na ais ayreaTudukanuu ctopod B AVC Kb;

— RegAuth — wMapmpyr, omnpenensromuii  pacroNoXeHUe  JIOKAIbHOU
OoubroTexkn QYyHKIIUH IporpaMMbl peructpannu kanaiaoB RegAuth.dll;

— NodeType — mapuipyT, OnpenesisFolui THI y3Jia U Habop omeparuii B
nporpamme perucrpaiuu kananoB. s y3na-kiuenta AVC Kb 3apaercs 3nauenue «0»
— KOHEYHBIH y3e (eciiu MapuIpyT OTCYTCTBYET, MPUHUMAaETCs 3HaueHue «0»);

— RegCENnc — wmapmpyT, ompeaensiomuii myTe K ¢aiiny channel.enc c
ayTeHTU(UKAIMOHHBIMU TaHHBIMH KaHaja, UCTIOJIb3yeMbIi MPU PErucTpaliy KaHaja B
porpaMMe PETUCTPAIIMU KaHAJIOB;

— RegFBase — wapmpyr, omnpenensitomuii myTh K paszzaeny peectpa OC,
comepkamiemy moapasmen C# (rme # — TOpAOKOBBIM HOMEp KaHajga) C
ayTeHTU(PUKAIMOHHBIMU JaHHBIMM KaHanma B mnapamerpe «(Ilo ymomuanuio)y,
UCIIOJIb3YeMbIi B TMPOTpaMMe PETHCTpallii KaHAJOB W MOJAYJIEM ayTeHTU(]HUKaluu
KaHaJIOB;

— RegFInd — mapmpyt, onpeaenstomuii myTh kK pasaeny peectpa OC — IND,
comepxkamiemy mapameTp «(Ilo yMmomuaHuio)» cO CHHCKOM 3aperMCTPUPOBAHHBIX
KaHaJOB, MWCIONB3yeMbIi B TMPOTrpaMMe pErHCTpallii KaHajJOB M  MOJIyJeM
ayTeHTU(HUKAIIMY KaHAJIOB;

— Serv_ID — mapmipyT, onpeaensronuii nAeHTUPUKATOp BEIOPAHHOTO cepBepa
npwioxenuit AUC Kb, T.e. ycTaHOBIeHHOTr0 akTUBHBIM. WaeHTUUKATOp MEHSETCS
aBTOMATUYECKHU IPU BbIOOPE cepBepa MPUII0KEHUH.

MapmipyTel KOMIUIEKCa 3amuThl coequHeHnid MQSeries u ux mnapameTpsl
npuBeneHsl B Tadaune A.4 [punoxenus A. [TonpobHoe onucaHre KOMIUIEKCA 3alllUThl
coequaenuit MQSeries mpuseneHo B [6], omucanue MporpaMMbl PErHCTPAINN KaHAJIOB
PHUBEICHO B [7].

[lonb3oBaTens mNpu HEOOXOAMMOCTH MOXET YCTAaHOBUTh B  MaplIpyTe
ADMIN_NOTIFY pexum «He ToKa3bIBaTh COOOIIEHUS HA IKpaHy». PexXuM coxpaHeHus
B )KypHaJI COOBITHII OTMEHSITh HE Pa3peracTcs.

Jlo BBITIOJTHEHHS OTEpaIlii PEeTUCTPAIMK KaHAJIOB B MPOTpaMMe PETUCTPAINH
KaHAJIOB T0JIH30BaTEIh MOYKET MPOBEPUTH WIIM YCTAHOBUTH MPU HEOOXOAMMOCTH HOBBIT

OyTh pa3MEIICHHUsT perucTpaiMonHoro (aiga kanama channel.enc B mapiipyte
RegCEnc.

3.5 AyreHTH(UKANMA KaHAJOB. Perucrpanus u CHHXpOHU3ALMS

Hns  coenunenus c¢ cepepom npunoxeHuss AMC Kb wucnonssyercs
ayTeHTU(DUITUPYEMBIM KaHaJl CBSI3U, MPU KaXKJIOM 3allyCKe KOTOPOTO OCYIIECTBISETCS
B3aMMHasi TPOBEpPKa IMOJJIMHHOCTA CTOPOH. B mporecce ayTeHTUPUKAIIUU TakxKe
KOHTPOJUPYETCS MOCIE0BATENBHOCTh COCIMHEHUI MEXIY IBYMsI y3JaMU — KIIMEHTOM
u cepepom npunoxennit AC Kb.
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Pexxumbl ayTeHTH(QHUKAIIMM W KaHAJIbHOTO IU@pPOBaHHUSA (C OMIIUEH CXKATHA)
yKa3bpIBaloTCsA B HacTpoiikax mapiipyroB KB_MQ (KB_MQ2 u t.1.), KeyMgrCN u
KeyMgr REMOTE (cm. Ilpunoxkenue A). PexxuMbl 3agaroTCsi B COOTBETCTBHUH C
yCTaHaBIMBAEMbIMH PEXMMAaMH Ha CTOPOHE COOTBETCTBYIOIIETO CEpBEpa MPUIIOKEHUIN
AUNC Kb B Hactpoiikax kanana ansa kimeHta AUC Kb. Oynkuuio ayreHTHGUKAUN
BBITIOJHACT TporpamMMma Beixoja Security exit (CSQAUTH.dII), ¢yakmuio kaHaIbHOTO
mudpoBanus (C  ONIMEH CkaTus) — TporpaMma BbIxoja send/receive  exit
(CSQCPHR.dII).

B mpotiecce ycTaHOBKM KIMEHTCKON 4acT WH(GOPMALIMOHHOTO B3aUMOJICHCTBHS
AUC Kb BbeInoniHsIeTCsl perucTpanus KaHaia Juisi KaKJI0oro cepBepa MpUIoKEHUH, T.€. B
HacTpoilku peectpa OC 3anMChIBalOTCA  KJIIOYEBBIE JaHHbBIE JJISI  MOAYJI
ayTeHTHU(DUKAIMKM KaHAJIOB M3 pPETUCTpalMoHHBIX (DaiinoB kaHamoB channel.enc
(cM. [1]). 3aTem il KaHAJIOB BBIMOJIHACTCS OTNIEpAINsl CHHXPOHH3AIINH, T.€. YCTAHOBKA
HAYaJIbHOTO 3HAYEHUs CYETUYMKA MIOCIEA0BATEIbHOCTH COCAMHEHUH.

[Tocne »TOoro mpu KaxkIOM 3allyCKe KaHaja BBINOJHIETCS Mpoueaypa
ayTeHTU(UKALUM — B3aUMHOE TMOATBEPXkACHUE CTOPOH, M KaHai crapryeT. OgHako B
CIIIy psifa TPUYUH MOXKET TNPOM30MTH HapylIeHWe AayTeHTH(PHUKAIMU KaHala Hu
noTpedyeTcsl BBIOJHUTH JCHCTBHUS Ui BOCCTAHOBJICHHA ero paboTel. Hapymienue
ayTeHTU(UKAIUY KaHaja CBsI3U BO3MOXKHO B CITydasx:

— MpH yCTAaHOBJICHUM NPEIBIIYIIETO COCAMHEHHUS C CEPBEPOM MPUIIOKEHUIN
AUC Kb mnpowuszomien ceTeBoil uiuM TporpamMMmHbiidi cOoii. Hampumep, ecnu mnpu
HEOXKUJaHHOM 3aBepuieHuu padotel OC, Korjna KaHajl MOT B 3TO BpPEMsI COECIUHSTHCS,
HE NPOUCXOAMUT COXpPAHEHHE CUYETYMKA TMOCIEI0BATEIbHOCTH COCAUHEHHUH, TO MpHU
CJIEYIOILIEM CTapTe KaHajia MPOUCXOIUT HapyllleHnEe ayTeHTU(UKALINY;

— IpPU YCTAHOBJEHUM NPEIBIIYIIErO COCAUHEHUS C CEPBEPOM MPUIIOKEHUMN
AHNC Kb apyroro koMmIprTepa, ¢ HEBEPHBIMH PETHCTPALMOHHBIMU JTaHHBIMHA KaHaja.
Hanpumep, pabodee MecTo KIMEHTa YK€ OBLJIO YCTAaHOBJICHO paHEe Ha JAPYyrom
KoMIbIoTepe U He ObUI0 ynaieHo 10, wim, HanpuMep, MOAKIIOYEHHUE BBITIOTHSIIOCH C
npenpiayniei kormmu (Snapshot) rekymero kimenta AUC Kb (a co3maBath konuu He
cienyer). Takke BO3MOXEH Clydail MOJKIIOYEHUS 3JI0YMBIIUICHHUKA, MBITAIOIIETOCS
BbLIATh ce0s 3a kimeHTckoe mecto AVC KBb;

— Ha JpYroi CTOpOHE HaXOAMUTCS 3TI0YMBIIUICHHUK, MbITAIOIIUNACS BBIIATH CEOs
3a cepBep npuioxenuit ANC Kb.

Hapymenune ayreHTudukanmm, Kak TpaBWiIo, OOHApYKHBAeT CeEpBEp
npunoxkenut AWC Kb. Ilpu stom Ha cropone knmeHta AWMC Kb mnporpammusbie
MPWIOKEHUsT KIMEHTCKOM YacTH TOJCUCTeMbl WH(GOPMAIMOHHOTO B3aMMOICHCTBHS
BbIIAIOT coobOmieHue 00 omuOke O0xE8020109 «Hapymenune ayrentudukanuu. B
COCIMHEHUH C CEpPBEPOM OTKa3aHO», a MOMAYJIb AayTCHTHU(HUKAIMU KaHaJOB
CSQAUTH.AIl  Beimaer ommbOky O0xXxE8090033 «Ommubka ayTeHTUUKAIUK Ha
MPOTHUBOIOJIOKHON CTOpOHE KaHaja (MBIOTEKC OCBOOOXKIEH B term)» B >KypHal
coosiTuii Windows «IIpunoxxenne». Ha cepsepe mpumnoxenuit AUC Kb dbukcupyrores
ommnbOku moxayns ayreHtudukanuu kanamoB CSQAUTH.AIl: ommbka 0xE8090028
«ITosyyen HeBepHBIN NMakeT. IMUTOBCTABKHA HE CPABHUIIMCH» U 3aTEM MOBTOPSIOIIUECS
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ommbku 0xE8090027 «Kanan 3a0ii0kupoBaH MPOTpaMMOM BBIXOJa» MPH KakKIOM
cTapTe KaHajia, — T.€. IOCJE HAPYIICHHS AayTeHTU(UKAIMU CEpBEp MPUIOKEHUN
OJIOKUpYET BCE JalbHEUIINE MOMBITKH COSUHEHUS.

Kananm Takke MOXXET OCTAaHABIMBATHCS 1O NMPUYUHAM BO3HUKHOBEHHSI PYTUX
OIMOOK MOIYyNsl ayTeHTH(PHUKAIMK WIM KaHAIbHOTO IUGPOBAHUA (CM. OMHCAHHE
omunOOK B paszmene 4) Ha OMHOW W3 CTOPOH, MPU 3TOM OJOKMPOBKA KaHajga He
MIPOU3BOUTCS.

B cnydae HepabOTOCTIOCOOHOCTH KaHaa, MOJYYSHHUST COOOIICHUN 00 ommuoke
0xE8020109 «Hapymienne ayreHTH(UKAIMU. B COeIMHEHWM C CEpBEPOM OTKA3aHO,
JIPYTUX OIMMOOK MOIYJIA ayTeHTU(PUKAIIMU U KaHAJTBbHOTO MUudpoBaHus ((GPUKCUPYIOTCS
B kypHaine coObituii  Windows «IIpunoxkenue») crneayer oOpamiaTbCsi K
anmunuctparopy KpenutHoro perucrpa. CoBMecTHO ¢ aaMuHUCTpaTtopoM KpenutHoro
perucTpa MpOBOAUTCS aHAIU3 CUTYallMM U BBIOJHSIIOTCS COBMECTHBIE JEHCTBHUS TIO
BOCCTaHOBJICHUIO pabOThl KaHaia. B ciyyae HEBO3MOXXHOCTH ONpPENEIUTh MPUUUHY U
BOCCTaHOBUTH PabOTy KaHaja CIeAyeT 00palaThCsl B CIyKOY COMPOBOKICHHUSL.

Ocoboe BHUMaHHE CcleIyeT oOpaTuTh Ha TO, YTO €ClIM B Ciydae
HEepabOTOCIIOCOOHOCTH KaHaja He ObUIO SIBHBIX NpOOJIEM Ha CTOPOHE KIMEHTa WU
cooOmieHnii 00 omuOKax, TO MNPUYMHOM MOXKET OBITh mpodiemMa HapyLICHUS
6e3omacHocTH. BO3MOXKHO, CyIIEeCTBYeT BBIMONHSIONIMNA HECAaHKIIMOHUPOBAHHBIC
MOTIBITKU TOAKITIOYCHUS K KpeauTHOMY perucTpy ¢ uACcHTU(GUKAIMOHHBIMA JTaHHBIMHU
KJIIMEHTa JIPYyroi KOMITbIOTEp, KOTOPhIA mojakItouaercs 10 padotsl kireHta AVC KB,
YTO MPUBEJIO K OJJOKUPOBKE KaHajla Ha CepBEpe MPHIOKEHUM. B 3TUX ciaydasx cieayet
HE3aMENINTEIFHO YBEJOMHUTh COOCTBEHHYIO CHYKOy O€30MacHOCTH U CETEBOTO
aIMUHUCTpATOPA.

Ecnu xanan Obut 3a010kupoBaH Ha ctopoHe ceppepa npuiokernit AUC Kb, To
1ocjie YCTpaHEHHsi OOHapy)KEHHbIX MpPOOJIEM COBMECTHO C aJAMHHHCTPATOPOM
KpenutHoro perucrpa BBITIOJHAETCS CUHXPOHHU3AIMS KaHala W CO CTOPOHBI cepBepa
MPWIOKEHUN aaMUHUCTpaTopoM KpenutHoro perucrpa — pa30I0KUpOBKa KaHaa.

CuHXpOHHM3aIMs KaHalla MPOU3BOIUTCS C MOMOIIBI0 MPOTPaAMMBbl PErHCTPAIIH
kaHaoB RegAuth.exe, omucanme koTopoii mpuBenaeHo B [7]. OKHO TpOrpaMMEI
RegAuth.exe npuseneHo Ha pucyHke 3. [Ipy CHHXpOHHM3AIMK HCIIOJIB3YETCS MapoJib,
KOTOpBI coobmaeT ammuHucTpatop KpemutHoro peructpa. Ilpu ycnemHom
BBHITIOJTHEHUH CHHXPOHH3AIMN KaHAJIOB Ha SKpaH BBIBOIUTCS coobmieHue «Jlyis kanama
Client y3na AISCOSRYV cOpotiieH ¢uiar CHHXPOHU3AIANY.
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MplreHHTE | OTrEHa |
PucyHok 3

[pyrue onepanuu, KpOME CUHXPOHU3ALMK KaHaJa, BBIMOJHIEMO COBMECTHO C
agMUHHACTpAaTopoM KpeauTHOro peructpa, B NOporpaMMe PETUCTPAlMM KaHAJIOB
RegAuth.exe B mTaTHOM peXUME BBIMOJHATL HE TpeOyeTcs. B ciydae mepeycTaHOBKU
[TO uu cMeHbI KOMIIBIOTEpA CJICIYET BBIMOJHATh ICHCTBHS, ONMCaHHbIe B [1].

3.6 Ynpasiaenue kaouamu LI

3.6.1 OOuiee onucauue

Hns Beruucnenus OLII 3ampocoB k KpenuTHOMY perucTpy HCHONIb3YIOTCS
muunble kaoun DL nmonp3oBareneit AMUC Kb, 3anucanHble Ha BHEIIHHE HOCHTEIIH
kimoua — eToken Pro miam iKey 1000 (u6o B mamste kommbiotepa — B peectp OC).
I'enepanust nuunbix kiroued OIIT u 3amuMch Ha BHEUIHWM HOCHUTENb MPOU3BOJAUTCSA
HETOCPECTBEHHO Ha pabodem Mecte nosb3oBatens AUC Kb.

['eHepanmss KiIrOYeW, CO34aHME U OTIIPABKA DJJICKTPOHHBIX 3asBOK Ha
perucTpanuio  KIoued aJMHHHCTpaTtopy Oe3omacHoctu  PacderHoro  1meHTpa
OCYIIECTBIISIFOTCS ~ MOCPEACTBOM  mporpamMmbl  peructpaumu  kmwouern  CK3U
RegCenter.exe. Onucanue pabOThI MPOTPAMMBI, TTOPSIIKA CO3/IaHUS KITFOUEH, X CMEHBI
u ynanenuss npuBeneHsl B [10]. Omepaumu ¢ wmogamu LT ocymiecTBiasioTcs B
COOTBETCTBUHU C 3asBKaMu (Ha OyMaXHOM HOCHTENE), NpuBeIcHHbIMH B [11], mpwu
HETOCPEICTBEHHOM B3aUMOJICUCTBUHU C aJMUHHUCTPATOpOM Oe3omacHOCTH PacueTHoro
LIEHTpA.

[Ipu co3panuu 3IEKTPOHHOM 3asiBKU B mporpamme RegCenter.exe misi kiroya
OUII HOBOrOo mONB30BaTENSI aAMHUHHUCTpAaTOpoM Oe3omacHocTH PacueTrHoro ueHrtpa
Ha3HAYaeTCsAd YHUKAJIbHBIA peructpaiiuoHHbiii Homep kimouya CK3U — nsaTtuzHauHbIiM
HOMEp, T/I€ MEPBbIE TPU CHMBOJA — PETMCTPALMOHHBIA HOMEP TPYMIbl KIOYEH IS
storo pabouero mecta knueHta AUC Kb, cneayromue q8a cumMBosia — uaeHTU(DUKATOP
MOJIb30BaTeNsl — Biajenbla kitova. s peructpanioHHsix HoMepoB kimroueir CK3U
ONPEAETSAIOTCS MpaBa HAa BBITIOJHEHHUE 3aPOCOB K KpenuTHOMY perucrpy.

DONEeKTpOHHAs 3asBKa MOCTymaeT B PacueTHbId IEHTp MJi1 PEruCTpalvd B
LEHTpaJbHOM XpaHuinuiie ceptuduxaroB oTKpeIThiX Kiatoue CK3U. Ha ocnoBanum
AJIEKTPOHHOM  3adBKM  aJMUHUCTpatop  Oe3omacHocTd  PacyeTHoro  meHTtpa
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IPEOCTABISIET MOJIB30BATEII0 (110 TOYTe, HAPOYHBIM U T.II.) KAPTOYKH OTKPHITOTO
kiroua npoBepku DI (2 sk3.) ana odpopmiuenus. Ilocne momyyenus ohopmiIeHHON
KapToukH (IO MOYTe, HAPOYHBIM W T.I.) aAMHHHCTpaTop Oe3omacHocTd PacuerHoro
IIEHTpa pPETUCTpUpYeT 3asiBKy. B mpolecce peructpauud M3AaeTcsl CcepTHUQHUKAT
OTKPBITOTO KJIF04a, KOTOpbIA pacceliaeTca Ha cepBepbl mnpuioxkenuil AMC Kb.
[Tonb3oBatens AMC Kb 3anpammBaeT jokanbHyl0 0a3zy cepTU(PHUKATOB OTKPBITHIX
ximoueid CK3U ¢ cepBepa NMpWIOKEHUH, T.€. aKTyalu3upyer 0asy, mosjiydas HOBBIN
cepTUPUKAT C YHUKAIBHBIM 32-CUMBOJIBHBIM CEPUHHBIM HOMEPOM, M 3aIMCHIBAET Ha
HOCHUTEIIb J3TOT CEepUiHBIH HOMep cepTudukata (CBSA3bIBACT JUYHBIA KIIOY C
oTKpbITbIM). Ilocnme »toro wmou OIII, 3anucaHHBA HAa HOCHTENE, TOTOB K
HCITOJIb30BAHUIO.

[To Mepe ucrtedeHus cpoka AeicTBus cepruduxara oTkpbiToro Kiroua OLIIT
b0 B cilydyae CMEHBI II0JIb30BaTeNlss — BIAJENblla KIIOYa, a TAKXKE B CBA3U C
KOMIIPOMETALMEN KIIF04a CO3JaeTCsl IEKTPOHHAS 3as1BKA JJII CMEHBI KJIH04a, IPU 3TOM
BBIIIYCKAE€TCA HOBBIA CEPTHU(PHUKAT OTKPHITOTO KJIOYa C YHHUKAJIbHBIM CEpUIHBIM
HOMEpPOM, peructpauroHHbii Homep kmtoua CK3UM npu 3TOM HE U3MEHSETCH.
Cepuitablii HoMep ceptudukara uaeHtuguuupyer DI B 3ampoce k KpenutHomy
perucrpy.

[Ipu oTcyTcTBUM HEOOXOIMMOCTH ucCIoNb30BaHus kiaroya OUII wmm mpu
otrkimoueHuu ot AUC Kb Yuactaukom KpenutHoro peructpa odopmiisercs 3asBka (Ha
OymaxkHoMm HocuTene) Ha yaanerue kirodern CK3U (cMm. [11]). DnekTpoHHBIN 3ampoc Ha
or3piB  kimoua OIII Bemonnser nubo mnons3oBarens AMC Kb B mnporpamme
RegCenter.exe, nubo amMuHucTpaTop  Oe3omacHocTH  PacueTHoro  meHTpa.
OcBoOOAMBIINICS PErMCTPALIMOHHBIN HOMEp KJIH04Ya MOKET OBbITh MPHUCBOEH APYTrOMY
ITOJIb30BATENIO.

Ha pucynke 4 npencraBieH BUJ INIaBHOTO OkHa nporpaMMbl RegCenter.exe.

L Mporpamma pervcrpawm kntoqein CK3M E\@

[ Co308Th 3aABKY Ha KnoH SUM ]

| Co3A8Th 3aABKY Ha KMo WindipoBaHua |

| 3aNUCaTE CEPMIAHBIA HOMED Koya 3N HE HoCMTENk |

| 3aMMCaTE CEPMITHEIM HOMEP KIKYa WWPPOEEHWA Ha HOCUTENE |

| OTobpaziTe MHDOPMELIMID O KAKOYaX Ha HOCUTENE |

| KonMpoBaTs KoY LIJMdJDDBaHI-dH C HOCWTENA Ha HOCMTENb |

| YAanuThE KoY LUMdJDOBEHMFl C HOCWTERA |

| OTkpeITe Dasy cepTHDMKaTOE |

| BrIFTH |

Pucynok 4
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Ha pa6ouem mecte nonb3oBatrenss AVC Kb ucnonb3yroTes cineayonme KHOMKH
IJIaBHOT'O OKHa mporpamMbl RegCenter.exe:

— «Cozpaatp 3asBKy Ha kitou DLID». OcymecTBigercsa renepamus kiaroda DI
IPU CO3/IaHUU HOBOTO KJTF0Ya JIMOO0 MPU CMEHE KJII0Ya, T. €. TeHepalus napbl Kirouen —
JUYHOTO M OTKphITOrO Kitova. Jlmaneiit kimrod DIII1 ¢ HyneBsiM HOMEpoM cepTudukara
3aMKChIBACTCS] HA HOCUTENb MOJIb30BATENs, a OTKPBITHIN, ¢ HH(OpMalLUel O BIaaesblle
KIo4da, B (Gopme anekTpoHHOW 3asBkM (dopmara XML) moctymaer Ha cepBep
npuioxennit AVIC Kb u, ganee, B ieHTpajdbHOE XPAHWIUIIE CEPTUDUKATOB OTKPBITHIX
KiIrouer PacueTHoro neHTpa;

— «3anmcarb cepuiiHblii HoMep kiroua JOLII Ha HocuTens». Ha HOcuTens c
HOBBIM JIMUHBIM KitouoM DI 3amuchiBaeTcst perucTpaliOHHbIH HOMEpP cepTh(UKaTa
COOTBETCTBYIOILIETO OTKPHITOro Kitoya. Mcnonb3yercs nocne nepenadyn 0popMICHHON
KapTOYKM OTKPBHITOro Kiatoua npoBepku DLl B PacueTHbIi IEHTP W BBINOJHEHUSA
aKTyalTH3aly JOKAIbHON 0a3bl cepTudukaTtoB OTKphITHIX Kirouelr CK3U (mo kHomke
«OTKpBITE 0a3y cepTudUKATOBY, Onepanus «AKTyaIu3upoBaTh 0azy»);

— «Oto0pa3uth uH(pOpMalMIO O KIOYaxX Ha HocuTeney. Mcmonb3yercs mnpu
HEOOXOUMOCTH YAOCTOBEPUTHCS B COOTBETCTBHUM JinyHOro kimoda DI Ha HocuTene
OTKPBITOMY KIIIO4y M3 JIOKAJIbHOW 0a3bl CEepTUPUKATOB W A TMOJIYYCHUS
UJeHTU(UKAITMOHHON WH(OpMAIUK U CBEJCHUH O BIIaJIeNbIIe KIH0Ya,

— «OtkpbITh 0a3y cepTuukaroB». OCYIIECTBISETCS MPOCMOTP JIOKAIbHON
0a3bl cepTudukaToB OTKPHITHIX Kitouert CK3U, Bkitovaroiiel 3anmucu cepTU(UKATOB
oTkphIThIX Kiatouer DL cepepoB nmpunoxkennit AVC Kb u Bcex OTKpBITBIX KITFOUEH
OUII rpynmer nosbe3oBarenerd CK3M, ycTaHOBIEHHOM B HACTpPOWKax Il AAHHOTO
pabouero mecta. IIpy HE0OXOAMMOCTH BBIMOJHSAIOTCS OMNEpaluu «AKTYalu3UpOBATH
0a3y» I NOJIy4eHMs JIOKaldbHOW 0a3bl cepTudukaToB OTKphIThIX Kitoueld CK3U ¢
cepsepa npmwioxeHuit AVIC Kb u «OTto3Bate ceprudukar» sl yaaleHUs OTKPHITOTO
kimoua DI monp3oBaTens u3 0a3bl cepTU(DUKATOB OTKPHITHIX KIIOYEH Ha cepBepax
npunoxennit AUC Kb.

B ciydyae HeobxonumocTu co3nanus HoBoro kimroua DI nis monb3oBarens,
NpPOJUICHUSI CpPOKa €ro JEHCTBHs, CMEHBI BIQJIeNiblla KI04a (CMEHBI B CBS3H C
KOMIIPOMETAIMel KJTFoYa) HEOOXOJMMO CO3/aTh COOTBETCTBYIOIIYIO 3asBKY Ha KIIIOY
OIII, BeimosiHuB onepanuu B nporpamme peructpannu kinoued CK3U RegCenter.exe,
uznoxennbie B [10]. CHauana BRIOMHSOTCS ASHCTBHSI IO KHOTKE «Co3/1aTh 3asBKY Ha
kirou DIII», 3aTrem mocnie yBeaoMIeHUsT aiMUHUCTpaTopa Oe3onacHocT PacueTHoro
LEHTpa O pEerucTpaluu 3asBKU MO0 KHomke «OTKpbITh 0a3y CcepTUPUKATOBY»
BBITIOJIHSIETCS OTepanus « AKTyalIu3upoBaTh 0a3zy», MOCIE Yero BINOJIHAETCS Onepanus
10 KHOIIKE «3anucaTth cepuiiHblid HoMep kiiroua JLIT Ha HocuTenby.

3.6.2 Axtyanu3zanus JOKaJdbHOW 0a3bl cepTUPUKATOB OTKPBITHIX
knrouein CK3U

[Tomyuenue nokanmpHOW 0a3pl cepTHPHUKATOB OTKPBIThIX Kitoueil CK3U ¢
cepepa mpwioxkenuit AWC Kb, Tt.e. axryamusarmusi 0a3bl, BBINOJHSACTCS B
00s13aTEIHPHOM TIOPSAJIKE TP MOAKIIOYEHUN HOBOTO padodero mecta kiaueHta AVC Kb.
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B cocraB nokanbHOM 6a3bl cepTudukaToB OTKphITHIX Kitodedl CK3U nepBoHavyaibHO
BXOJAT 3amucu cepTudukaTtoB OTKPHITHIX Kitoued OLII cepBepoB mnpuioxeHuit
AWC Kb, neob6xomumbie s BbimonHeHUs mpoBepku LIl orBeToB KpemuTHOoro
perucrpa.

AKTyanu3anus JOKalIbHOW Oa3bl KIIOUEH TAKXKE BBIIOJHIETCS ISl TPOBEPKHU
coenuHeHus (B3aumogencTBus) ¢ cepBepamu npuiioxenuid AWC Kb B ciywae
BOCCTaHOBIIEHHsT paboTel kananoB WebSphere MQ mnocne cbGoeB mubo mocne
nepeycranoBku 110.

Jisa monydeHus JoKambHOW 0asbl ceprudukaToB OTKpHITHIX Kimouerd CK3U
HE0OXOMMO  BOCIIOJIb30BaThCs ~ Iporpammoit  peructpanuu  kimoued  CK3U
RegCenter.exe (cM. pucyHoK 4) W BBINOJHUTH 1O KHOMKe «OTKPBITH 0a3y
cepTH(UKATOB)» OMEPalnI0 «AKTyaIn3upoBaTh 0azy» (cM. pucyHok 5). [IpousBoautcs
ylajeHue BceX 3amuced Tekylled ©0a3pl M 3aHECEHHE MOJIYYEHHOM BBIOOPKHU
ceprudukaroB u3 ceppepa npwiokeHuii AVC Kb, xoTopblii Ha JaHHBIA MOMEHT
YCTaHOBJIEH /I paOOThl (YCTAaHOBJIEH aKTHBHBIM). B cocTaB BBIOOPKHM BKIIFOUAIOTCS
ceptudukaTbl OTKpBITHIX Kiroueit DL ceprepor npunoxkenuit AUC Kb (rpynmna SKB)
1 BceX OTKPBIThIX Kinrouer DLII rpynmsl mons3oBarenet CK3U.

& Mporpamma perncTpawin kniouel CH3M, NokansHan Basa cepTHOUKETOS E@
M AT = S5O K AT 7 e AR M6 5ot Ean B & | OBHoBUTE |
CepuiHei N2 Mp... Bp... Ko... N2... Ha... OK... ®a... Mma  MH... Op... ... . M1 Nz n4 ne nz|= |ml
3 EDDDDDDDDDDDDDDDDDDDD...EHD... 20... 7895 12 20... 20... ®e... AnHa AE. PU... Yoo oo e o W] -
00000000000000000000,,, Ho,.. 20... 795 37 200, 20... 3 333 3 12 33 o | | |ml
Q00000000000000000040,., Ho... 20... 5KB 05 20,., 20... Ce... 421 TT Pa... Yo voo o o ] [ -
Q00000000000000000040,.,, Ho... 20... 795 &7 20... 20... df fif... fff... 3a.. f.. .. o L0 M
Q00000000000000000040,,, ? 20... 795 &6 20... 20... Ma... Oner Q.B. PU... Yoo oo e o W] |
Q00000000000000000040,.,, Ho... 20... SKB 07 20... 20... SE... Elema EV YR... SIB ... .. . ] &
000000000000000000040,.,, Ho... 20... 795 57 20... 20... ET... ET... ET... ETooi Evvr oor v oo W] di E——
Ceptndukaros: 28

PucyHnok 5

3.6.3 IlepeycranoBka ciyx0b1 HKService.exe

Ecau B poniecce pynkuuonupoBanus [10 AUC Kb Bo3HHMKAIOT Mpo0sIeMbl pu
pabote ¢ wmouamu DI u Bergaercs ommbka OXE850000D «Ommbka paboThl co
CiIy>k0011 3aIUThI KJIIOUEl», TO TpedyeTcss oOpaTUThCS OTBETCTBEHHOMY 3@ YCTAaHOBKY
[IO u mepeycTaHOBUTH CIIyX)Oy 3allUIIEHHOTO XpaHEHWs MaHHBIX I JOCTyna K
karouam CK3U Ha Hocutenmsix HKService.exe. Tpebyetcs, ¢ mpaBaMu aJMHHHUCTpATOpa
OC (B OC Windows 7 — ¢ mOBBIIIICHHEM MPUBHICTUH aIMHHHUCTPATOPA), BBITOJIHUTH
CIEAYIOLINE NEUCTBUS:

1) octanoButh ciy:k0y HKService. OTKpbITh KOHCOJbL SErvice.msc (uaud B
KOHTEKCTHOM MEHIO, BBI3BAHHOM TI0 TIPaBOW KHOIIKE MBIIIN Ha spibike «KommbroTepy,
BeIOpaTh «YmpaBneHue» 3areM «CayxObl W TpUIoKeHHs» -> «CyXObl»)
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ocTaHOBUTH ciyx0y HKService, eciin oHa Obuta B paboueM COCTOSHHH. 3aKPBITh OKHO
KOHCOJIH,

2) ynanuth cinyx0y HKService.exe, BHIIIOJHUB KOMaHIy W3 KOMaHIHON CTPOKH
(marmpumep, B Total Commander):

HKService.exe —unregserver

3) 3apeructpupoBaTh ciy:k0y HKService.exe, BBITTOJIHUB KOMaH/Y:
HKService -service

4) yoenuthcs, uto ciryxk0a HKService.exe 3apeructpupoBaHa. 3aHOBO OTKPBITh
OKHO KoHcoyn Service.msc. CraprtoBath cayx0y HKService.exe BpyuHyio He
TpedyeTcs;

5) mepe3arycTUTh BHIMOTHICMYIO MIPHUKIIAJHYIO TPOTPaMMy.

3.7 Hactpoiika B3auMoOJelCTBHUSI C OJAHMM M3 CEPBEPOB NPHUJIOKEHHI
AHUC Kb

[Iporpamma HAcCTpOMKHM NapaMeTPOB MOJKIIOUYEHHS K CEPBEPY NPUIIOKECHHM
AUC Kb SetAlISCOServer.exe wucnonb3yercs jis BbIOOpa aKTUBHOTO cepBepa
npunoxenut AUC Kb, T.e. Toro cepsepa, ¢ KOTOpbIM OyAyT B3aUMOJEHCTBOBATH BCE
npuknagaeie  nporpammbl  knueHTa AWMC Kb.  Ilporpamma  SetAlISCOServer.exe
BBITIOJIHSIET CIEAYIOINE PYHKIUU:

— CO3JaHue IMapaMeTpoB MNOAKIKYeHUs K cepeepy npunoxenuit ANC Kb
(mobaBneHue ceppepa);

— W3MEHEHUE NapaMeTpoB NOAKIIOUeHUs K cepBepy npuiioxkenuit AVC Kb;

— yJaJeHue IMapaMeTpoB MOJKIOYeHUus K cepBepy npuwioxenuid ANC Kb
(ynaneHue ceppepa);

— yCTaHOBKa akTUBHOTO cepsepa npunoxennii AUC Kb.

BHUMAHME! [lna co3gaHus WM W3MEHEHHS MapaMeTPOB MOJAKIIOYEHUS K
cepBepy npuinoxenniit AUC Kb Tpebyercs BBINOIHATH MPOrpaMMy C MpaBaMu
aqmuauctparopa OC.

JInsi mepBOHaYalbHOrO 3amycka NPOrpaMMbl JOJDKEH CYIIECTBOBATH pasleln
peectpa OC HKLM\SOFTWARE\BTC\Router\KB_MQ ¢ 3TajoHHBIMU MapaMeTpaMu
MOAKIIOYEHUS K CEpBEPY MPUIIOKEHUH.

[TapameTpbl TOIKIIOUEHHUS] K CEpBEpY MPUIOKEHUW XpaHITCS B pasjenax
peectpa OC HKLM\SOFTWARE\BTC\Router\KB_MQ#, rae # — nopsAaKoBblii HOMEp
cepBepa NpHIOKEHUH (s OCHOBHOTO OTCYTCTBYET). IIpy co3gaHumM MOAKIIOYEHUS K
HOBOMY cepBepy mpuioxenuid ANWC Kb napaMerpbl NMOAKIIOUEHHS CO3AIOTCA HA
OCHOBAaHHH MMAPaMETPOB MOJKIIOUEHUS K AITAIIOHHOMY CEpBEPY.

B neBoit wacTu TIIaBHOTO OKHA MpOrpamMMbl (CM. PHCYHOK 6) oToOpakaeTcs
criicok cepBepoB (T.e. cepBepoB npuioxkeHuid AUC Kb). 3Be3noukoid momeuaercs
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akTHBHBIA cepBep. CIHCOK CEPBEPOB BCErla COJACPXKHUT XOTS OBl OJWH CEpBEP —
9TajoHHbIA. [Ipu BEIOOpE KOHKPETHOTO CepBepa MPUIOKEHHH B MPaBOM YacTH OKHA
0TOOpakaroTcsl MmapamMeTpbl MmoAkiIroueHus: nMs MeHemkepa MQ (WebSphere MQ),
IP-anpec (mopt) cepBepa MpUIIOKEHUH 1 UMS KaHaJIa.

:|_ HacTpolika napameTpoB NoAKNHIYEHWA K CEQEEPY NPUICHEHNA E [=] @
Crcok. cepEepos K.B_h0
U EISCOERY i | Omucative
&|SCO5R2Z |
M0 reHenwep IP agpec [nopT]
\AISCOSRY_MOM [10.213.21414]
MrA raHana
[B7950005.CHL |
Nofagure YoanTe Beimon |
Pucynox 6

3.7.1 Co3panue mapamMeTpoOB MOIKIIOYEHUS K CEpBEPY MPHUIOKEHUHN

YToOBI HACTPOUTH MAPAMETPHI MOJKIIOYEHUS K HOBOMY CEpPBEPY MPHIOKESHUIM
AUC Kb, Heo0x0o1MMO HakaTh KHOMKY «/[00aBUTHY» WM BBIOpaTh MyHKT «J[00aBUTH
KOHTEKCTHOIO MEHIO B OKHE CHHUCKa cepBepoB. B mosiBHBIIEMCS auajnore (cm.
PUCYHOK /) BBeCTH MOpPsSAKOBBIM HOoMmep u IP-agpec cepBepa npumnoskenwmii. Iloms
SBJISIFOTCST 00sI3aTEILHBIMHU JIJIS1 3aIIOJTHEHHSI.

,9 Homep n IP ce... E@ﬁ

Horaep || IP |

| OTrEHA |

Pucynox 7

[Tocne nHaxarus kHonmku «OK» B coucke cepBepoB NOSBUTCS CTPOKA C
Ha3BaHUEM cepBepa. B mpaBoil yacTM OCHOBHOTO OKHAa MPOrpaMMbl OTOOpa3sITCs
napameTpbl NOJAKIIOUEeHHS K cepBepy. [Ipu HeoOxoaumMocTu napamMeTpbl NOAKIIOYEHUS
K CEpBEPY MOYKHO OTPEIAKTUPOBATH U COXPAHUTD.

3.7.2 VYcTraHOBKa aKTUBHOTO ITOJKJIIOYEHUS

JIns yCTaHOBKHM aKTHBHOI'O TMOJKIIOUECHUS K CEPBEPY MNPUIIOKECHUN CIEAYET
BBIOPATh HYKHBIN CEPBEP B CIIUCKE CEPBEPOB U HAXKATh KHOMKY «CenaTh akTHBHBIMY B
npaBol YacTh OKHa (cM. pucyHOK 6). B ciydae ycnemrHoi ycCTaHOBKH Mporpamma
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BbIIACT cooOIIeHne «YCTaHOBIICH CEpBEP <uMs_cepeepa>» M BO3JIe UMEHH cepBepa B
JIEBOW YaCTH OKHA MOSIBUTCS 3BE3JI0UKA.

[lepen BBINOJHEHHEM JAaHHOM OINEpallid PEKOMEHIYETCS BBITPY3UTh BCE
paboTtaromme mpUKIagHbIe Tporpammbl, B3auMmozeicTByromme ¢ AWC Kb. Tlocne
MTOBTOPHOTI'O 3alycKa MpUKIIagHble nporpaMMbl OynyT B3aumoneiicroBats ¢ AC Kb
Yyepe3 YCTAaHOBIICHHBIN CEPBEP MPUII0XKEHUM, T.€. AKTUBHBIM.

3.7.3 V3MmeHeHUE HACTPOEK MOJKIIOUYEHHUS K CEPBEPY MPUTOKECHUM

Jlnst Toro 4yToObl BHECTH M3MEHEHHS B NapaMmeTpbl MOAKIIOYEHUS K CEpBEpPY
npunoxkenuit AUC Kb, crnenyer BbIOpaTh HY)XHBIH CepBEp B CIHCKE CEpPBEPOB, B
npaBod 4YacTM OKHA HM3MEHUTh HEOOXOJUMbIE IMOJII M 3aTe€M HaXaTb KHOIKY
«CoxXpaHUTh» WIH BbIOpaTh MyHKT «COXpaHUTH» KOHTEKCTHOTO MEHIO B OKHE CIHMCKa
cepBepoOB (CM. PUCYHOK 6).

Ecnn nmapamerpsl NOJKIIOYEHUS ObUIM M3MEHEHBl U HE COXPAaHEHBI, TO IpPH
BbIOOpPE IPYroro cepBepa WK BbIXOJE U3 MPOrpaMMBbl MOSIBUTCS 3alIPOC Ha COXPaHEHHE
[1apaMeTPOB MOJAKIIOYEHUS.

3.7.4 YpaneHnue mapamMeTpoOB MOJKJIIOUEHHS K CEPBEPY MPUITOXKESHUM

JIns ynaneHust mapaMeTpoB MOJKIIOUEHUS K CEPBEPY MPUIIOKEHU HEOOXOUMO
HaXaThb KHOIKY «YJalduThy» WA BBIOpaTh MYHKT «YAAJIUTH» KOHTEKCTHOTO MEHIO B
OKHE cnucka cepBepoB. [losBuTcs 3ampoc Ha NOATBEpKAECHUE ynaneHus. Henpss
YAQIUTh HACTPOMKHU MOJAKIIOYEHHSI K dTAJOHHOMY CEPBEPY M aKTMBHOMY CEPBEPY, O
YeM MporpaMma BbIJIACT COOTBETCTBYIOIINE COOOILIEHNUS.
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4 COOBILIEHMUSA U KOAbI

Paznuynbie GyHKIIMU MPOTpaMMHBIX Moyiel (OMOIMOTEK) KIMEHTCKOW YacTH
nojacuctembl  uH@opManumonHoro  B3aumoaeiictBusi  AMC Kb Bo3Bpamiator
YeThIPeXO0alTOBbIE 3HAYEHHs] — KOJbl COOOIIeHWH 7ub0 pasMep JaHHBIX
(TOJIOKUTENBHOE YHCIIO) WM IPU3HAK YCIENTHOTO BhINMOJIHEHUS (3HaueHue 0).

Jnsa nonydeHuss uHbOpManuu O COOBITHHM, HIACHTU(GUIMPOBAHHOM KOJOM
COOOIIIEHUs, HCIONB3YETCs MIECTHAAUATePUIHOE NPEACTaBICHUE KOAa COOOIICHHS
OXTCCCHH###, Tre:

— nepBast nuppa (T) — Tunm coobmenus: 2 — ycnex; 6 — mHDOp™Marus; A —
npenynpexnaenue; E — ommoka,

— crnenyromue Tpu 1upper (CCC) — kareropus COOOIICHHS, KOTopas
onpeneNnsieT MUCTOYHUK — NPOrpaMMHBIA MoAyib (Oubmmoteky) (Hampumep, 803 —
kareropus oubmoreku Basic.dll);

— 9geTeIpe nmocieanue nudpel (FHH#H##) — HoMep cooOIIEeHNs B JAHHON KaTCTOPHH.

B necsatuuHOM mMpeAcCTaBIEHUM OTPHIATEIBHOE 3HAYCHHE KOJa COOOIIEHUS
O3HaYaeT, TAaKUM 00pa3oM, HosydeHue ommoku oo npeaynpexaenus (T = E wim A).

Koapl coolmieHuii mporpaMMHBIX MOJYJIEH KIUEHTCKOW YacTH TOJCUCTEMBI
MH(GOPMALIMOHHOTO B3aWMOJECHUCTBUS, TEKCThl COOOIIEHWNH M MCTOYHUKU COOOILEHUH
(mo xaTteropusiM), a TakK€ ONUCAHUE JEHCTBUN MO YCTPAaHEHHUIO OMIMOOK M MpodsieM
npuBecHb! B [14], coobmienus kareropuu 809 miis Moayieit ayTeHTH(UKAIIMN KaHAJIOB
u kaHanpHOTrO HKdposanus WebSphere MQ — B [6], coobmienns kareropun 80A s
MPOrpaMMBbI pEerHCTpaliiy KaHaioB — B [7].

B cinywyae mnosydeHUss HEHU3BECTHBIX KOJOB OIIMOOK WM TMPOTPAMMHBIX
uckiroueHuit (Application Error) ciieayet oOpammarhest B C1y»0y COMPOBOXKICHUS.

B cnyyae HEBO3MOXHOCTH YCTPAaHUTh OIIMOKH CAMOCTOSITENBHO, BBITOJIHSS
JCHCTBHS B COOTBETCTBUH C JOKYMEHTAIMEH, CIeIyeT 00pamaThCcsi K aIMUHUCTPATOPY
KpenutHoro peructpa aub0 B CIy>KO0y COMPOBOKICHUS.

Jns  mpeoOpazoBaHus KoOJa COOOIICHUS, TOJYYEHHOTO B JIECITUYHOM
NPEJICTaBICHUH, B MIECTHAIATEPUUHOE MPEJCTABICHNE PEKOMEHYETCs UCIIOIb30BaTh
cTaHmapTHBIA  Kanmbkymsatop Windows (mas  mporpammucra). Hampumep, mnpu
npeobpa3oBaHuU JECATUYHOTO qucia -397344765 Oyzaer MOJIyYEHO
mecTtHaamarepuyHoe uncino FFFFFFFFE8510003, u3 kotoporo tpebyercst BbIOpaTh
nociennue Bocemb I1Ubp. Ilomydennsiii kox coobmenus E8510003 otHOCHTCS K
kareropun 851 «Coobmienus 06 ommoOkax no cranaapty PKCS11 v.2.01», BeimaBaemoii
u3 ouommoreku padotsl ¢ HocuteneMm (FDT_et.dll wou FDT_ik.dll), u coorBercTByeT
coobmenuto «HeBepHO yka3aH HOMED CIOTay.

B ciydae uHTErpupoBaHUs KIMEHTCKOW YaCTH MOJCUCTEMBI HHPOPMAITHOHHOTO
B3aumojiericteusi B [10 knmenta AWC Kb s mosiydeHuss TeKcTa COOOIICHUS U
ONMCAHHWS  WCTOYHHKA/KATCTOPUHM IO KOJY COOOIICHHSI HCIOJB3YIOTCS (DYHKIUH
MOCTaBlIIeMOM  OuONMMOTeKH MeHemkepa coobmenud  MsgMgr.dll.  Onucanue
MCIIOJIb30BaHUs MPEIOCTABIIAEMOTr0 HHTEepdeiica npuBeeHo B [2].
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[TporpaMMHBIE MOAYJIM KIUEHTCKOM YacTH MOJACUCTEMBI HH(YOPMAIIMOHHOTO
B3aumozeiicteuss ANC Kb nomumo Bo3BpaTa KOJOB COOOILIEHUN B BbI3bIBAIOIIME
NPUKIIaJHBIE TPOrPaMMBbl PETUCTPUPYIOT COOCTBEHHBIE COOOLIEHUSI O COOBITUSAX U
ommbOkax B KypHaie coObituit  Windows «llpunoxxenuey. JlomonHuTenbHAS
uHpopmanus o mnpuumHax ommook WebSphere MQ perucrpupyercss B KypHaje
coonitiit Windows «IIpmnoxxenue» ot ucrounnka \WebSphere MQ.

4.1 HauboJjiee 4acTo mojyyaemble KOAbI COO0IIEeHUIT 00 omMOKAX NpH
BbINIOJIHCHUH 3a1IPOCOB

HawnbGomnee gacTo mosy4aeMbIMH KOJaMU cOOOIIEeHNH 00 ommOKax (B TOM YUCIe
NpeNyNpexaCHNs) MPU BBINOJIHEHUU 3ampocoB K KpeauTHomy perucrpy sBISIFOTCS
CJIEIYIOIME KOJBI:

— OXE806#### (0XA806####) — ommbKu 00pabOTKH 3JIEKTPOHHBIX JOKYMCHTOB
AUNC Kb — 310 omubku ¢hopMaTHOrO KOHTPOJIS, BhIUMCIeHUs: au6o0 mpoBepku LI
Hctounnkom ommbok sBisercs OuoOmmoreka DocSigne.dll wm  DocSigns.dll,
¢ynkunonupymomas Ha cepeepe mnpuioxkenuid AWC Kb, koxbl Bo3Bpara KOTOpOH
MEePEAIOTCA HA CTOPOHY KiueHTa. [Ipy BO3HMKHOBEHMM OLIMOOK JAaHHOW KaTEeropuu
3aMpoc WM OTBET HA 3ampoc OpaKyeTcs — HAMpaBIIAE€TCsS MO MapUIPyTy COXPAHEHHS B
apXMBHBIM KaTaJor OpaKa;

— OxXE802#### (0xABO2####) — ommbOku cpencte padotel ¢ WebSphere MQ.
Hctounukom omubok sBisercs Oubdmmoreka MQBasec.dll wnmm  MQBases.dll,
dbynkunonupyromas Ha cepBepe mnpuioxenuid AVC Kb, kombl Bo3Bpata KOTOpOH
NepelaloTcs Ha CTOPOHY KiMeHTa. M3 omunbok JaHHOW KaTeropuu Haubosiee 4acto
MOJTy4Ya€MbIMH SIBJIIOTCS OIIUOKH:

— 0xE8020101 «Ommbka TOAKIIOUECHUS K MEHEKEepy odepenc

MQSeries». JlaHHas omuOka 03HA4YaeT OTCYTCTBUE CBA3M C MEHEIKEPOM

WebSphere MQ Ha cepBepe NPHIIOKEHHUI, MPUUINHOW KOTOPOH MOXKET OBITH

OTCYTCTBUE (DU3UYECKON CBS3H, OTCYTCTBHE COOCTBEHHO KaHaja (HE ObLI

CO3/1aH), HEBEPHbIE MMEHA MEHEIKEpa, COCIUHEHUs, ouepeieil B HAaCTpouKax

mapupyToB B peectpe OC. JlononHuTenbHas nHGOpMaLKs 0 IPUIMHAX OUTHOKH

peructpupyercs B xypHaie coObitrii Windows «lIpunokeHne» oT MCTOYHUKA

WebSphere MQ;

— 0xE8020109 «Hapymenue ayreHtudukanuu. B coeguneHun c

CEepBEpOM OTKazaHO». B 3TomM ciayyae TpeOyercss ONpeneinuTb NPUUUHY

BO3HMKHOBEHHUSI OIIMOKH, T.€. MOJYYUTh HHPOpPMALKIO 00 OHIMOKE MOIYJIs

ayreHTUQUKauuu  KaHajioB (moxaynst  mmdpoBanusi) kareropun 809,

BbIJIaBAEMYIO0 Ha JKpaH W/miu B XypHall coObituii Windows «lIpumoxenue».

JononHutenbHas HHQOpMALMg O NPUYUHAX OLIMOKKM PETUCTPUPYETCS B

xypHaie coobiTrii Windows «IIpuitoskenue» ot ucrounnka WebSphere MQ);

— OXE803#### (OxA803####) — ommOKM TPAHCIOPTHOH MOJCHCTEMBI
3aIUIIEHHOTO B3aUMOAEHCTBHA. VcTOuHNKOM omMO0K siBiistercst Ononmoreka Basic.dll,
GyHKIIMOHUPYIOIIAsl KaK Ha CTOPOHE KJIMEHTA, Tak U Ha cepsepe npuioxkenuit AUC Kb,
KOJbl BO3BpaTa KOTOpOM IMEpeAaroTcs Ha CTOpPOHy KiueHTta. Kak mnpaBwio, 3TO
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HEOXKUJIaHHbBIE TPOTpaMMHBIC COOM («IepexBauyeHHBIC» HCKIIOUEHUS), a Takke cOow,
MOJTyYeHHBIC BCJICJICTBHE HEKOPPEKTHBIX HACTPOCK, HEKOPPEKTHBIX BXOJHBIX JAHHBIX,
OTCYTCTBHSI HEOOXOAMMBIX pecypcoB. (Ocoboe BHUMaAHHE CIEAyeT YICIHUThH
MpEeAyIPEKICHUAIO:

— 0xA8033304 «Mcrek wmHTEpBal OXHUAAHUSA TOTYUYEHUS pe3ysbTara
00paboTKM JaHHBIX». BO3HWKHOBEHHE MAHHOTO NPEIYNPEKICHUS O3HAYACT
HEOTIPE/ICTICHHYI0 CHUTYaIllMio, KOT/a 3a OTBEACHHBIM MPOMEXYTOK BpPEMEHH
OTBETa Ha 3ampocC MOIYyYeHO He ObLIO, M COCTOSTHUE ero 00paboTKM HEU3BECTHO.
[Tocne mosIBIEHUS TaKWX COOOIIEHWH W MPH OTCYTCTBUU COOEB WM OIIHUOOK
CBSI3M PEKOMEHIYETCs YBEIUYHTh WHTEPBAJ OXKHJIAHWS OTBETOB B MapIIpyTax
yIaJIeHHOro B3auMojeicTBust mnocpeacteom WebSphere MQ u mnoBTopuTh
omepaiuo. B ciayyae ycTOWYMBOrO MOBTOPEHMS] TPEAYNPEKICHUS CIETyeT
00paTUTHCS B CITYKOY COMPOBOKICHUS;

— OXE8S0#### (OxA8S0####), OXE8S1#### (OXA8S1####) — ommbOku npu
pabote ¢ Hocutemsimu kimoua OIII. HMcrounukom omuOOK sBAsSETCS OJHA U3
oubmorek: FDT_et.dll, FDT _ik.dll (FDT_mem.dll). Kak npaBwiio, ommOKH CBSI3aHBI C
OTCYTCTBHEM JipaiiBepa yCTPONCTBA, HEBEPHO YCTAHOBJIECHHOTO THUIIA YCTPOMCTBA MO0
HEJIOCTYITHOCTH  HOcuTeds  kiatoya. KoHKpeTHoe  omucaHue  JICUCTBUM  Mpu
Bo3HukHOBeHHHU omnoku OXE850000D npureaeno B 3.6.3.

4.2 CoobmeHusi 00 omuOKax ayTeHTU(PUKANUM KAHAJIOB M KAHAJIbHOIO
uppoBaHUA

B mporuecce BbimosHeHUst 3amnpocoB K KpenuTHOMy perucrtpy, a Takxke Npu
BBITIOJIHEHUH omnepanuii ynpasienus kimodamu CK3U u 3ampocoB obHoBnenuit 1110
B3aumozeicTeue ¢ ceppepom mnpuioxkeHut AWMC Kb ocymiectBiasiercss 1o KaHaily
WebSphere MQ. [Iist kaHana 3a1at0TCsl PKUMBI ayTEHTHPUKAIMA U UPOBaHUs, T.€.
yCTaHaBIMBAIOTCS mporpammsel Beixoga WebSphere MQ — monynb ayTeHTH(pHUKAIIIN
kanaiioB CSQAUTH.dIl u monyns kananmeHOTO tiImdpposanus CSQCPHR.dII.

B caydasx BO3HMKHOBEHHs OINMOOK ayTeHTU(UKAIMM WU KaHAIBHOTO
mupoBaHUs KoOJbl cOOOHIEHUH 00 omMOKax HE BO3BPAILAIOTCS B BbI3bIBAIOIINE
MPUKJIAIHBIE TPOrPaMMBI. B ATHX cllydasx B BBI3BIBAIOIIME MPOTPAMMbl BO3BPAIAETCs
tosnibko omubka 0xE8020109 «Hapymenune ayrentudukanuu. B coeanHenun c
CEepBEpOM OTKa3aHO» OubOmmorekn ©6a30BeiXx (yHkIUil padotel ¢ MQSeries
MQBasec.dll. CobcTBeHHO, OmMOKN MOyIcH ayTeHTH()UKAIMHE KAHAIOB M KaHAJILHOTO
muGpoBaHUST PETUCTPUPYIOTCS B KypHasie coObituii Windows «llpmnoxenue» ot
umenu ucrtounnka CSQAUTH.AIl mmm CSQCPHR.dIl. Kak mpaBumo, 310 OmuOKu
kareropun 809 «IIporpamma Beixoma MQSeries». JlomogTHUTENHHO COOOIIEHUS OT ITHX
HMCTOYHMKOB BBIJAOTCS Ha 0JkpaH, eciu B Mapmpyre ADMIN_NOTIFY (cwm.
tabiuiy A.4 TpunoxeHus A) 3aJ1aH PEKUM «ITOKa3bIBaTh COOOIICHU.

JIOMOTHUTENBHO TIPU BO3HUKHOBEHUHU OILIMOOK B XKypHasie coObituii Windows
«IIpunoxkeHue» perucTpupyroTcs Takxe coObIThs oT ucrounnka WebSphere MQ.

Ecnu npuynHOi OCTaHOBKM KaHala SBJISIOTCS IPOrPAMMbI BBIXOJIa HA CTOPOHE
cepepa npuwioxkenuss AVC Kb, B coo0mieHusIx oTMeuaeTcs, 4To MpoU30Iijia Onmoka
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ynajieHHoi mporpammbl Beixoga «Channel ended by a remote exit. Channel program
'‘<ums kanana>' was ended because the channel exit at the remote end requested it».

Cooomenne WebSphere MQ Buna «Allocate failed to host '<IP-agpec cepsepa
AHNC KBb>'. The attempt to allocate a conversation using TCP/IP to host <IP-anpec
cepBepa AVC Kb> was not successful» o3HagaeT oTCyTCTBUE CBSI3H.

Cooomenue WebSphere MQ Bsuga «Channel stopping because of an error in the
exit...» o3HavaeT HapylIeHHUE AyTCHTH()HUKAIIMK H3-3a OIIMOKH, MPOM3OIICAIICH Ha
cropone knuenta AVC Kb.

Haubonee wyacTto moNydaeMbIMH KOJAMHU COOOIIEHUNW O HapyIICHUAX
ayTeHTU(PUKALMKU KaHAJOB OT KaTeropuu/ucrounuka «lIporpamma Beixoma MQSeries»
SABJISIFOTCSL:

— OxE8090033 «<oama epems> Omubka ayTeHTUUKAIMK  KaHaja
<meneodcep.kanan MQOSeries> y3na <udenmugpuxamop cepeepa NPULONCEHUY.
Omubka ayTeHTUPUKAIIMM Ha MPOTUBOIOJIOKHOW CTOPOHE KaHalla (MBIOTEKC
0cBOOOXKZIEH B term)». DTO O3HA4YaeT, YTO KaHal OCTAaHOBJIEH IPOrpamMMOM BBIXOJa
ayTeHTUQUuKauuu Ha ctopoHe cepepa npuiioxkeHuit AVC Kb, npuyeM HCTOYHHKOM
npoOsemMbl, Kak mnpaBuio, sBisercs ctopoHa kiaveHta AWC Kb. Ilpuunnamu moryt
OBITh HECOOTBETCTBYIOILIEE CEpPBEPY MPWIOKEHUN 3HAYEHUE MOCIEI0BATEILHOCTH B
ayTeHTU(UKAIIMOHHBIX JJAHHBIX KaHajla Ha CTOPOHE KJIMEHTa, KOTJa, Hampumep, ObLI
MpoM3BeJeH OTKaT K npeasiaymemy coctosHuto OC u peectpa OC, win B MOMEHT
NpEIBIAYIINEero cTapTa KaHajaa Mpou3oliia BHe3anHas Beirpy3ka OC Windows u HoBoe
3HAUYEHUE TMOCJIEA0BATEILHOCTH COCIMHEHM HE ObLI0 coxpaHeHo. [lanHas ommbOka
tarke Bo3HuKaeT mocie ommbku O0XE8090019, mpowusomienineit Ha cTOpoHE KIMEHTa
AVUC Kb wu3-3a orcyrcTBus (moTepH) IMpaB I COXPAHCHHS HOBOTO 3HAUYCHHMS
nocienoBareabHocT coenuHenuit B peectpe OC. Ommobka OXE8090033 wmoxker
BO3HUKHYTh TaK)K€, €CJIM Ha CTOPOHY CE€pBEpa MPUIIOKEHUIN TMPUILIET HEBEPHBIN MaKET
ayTeHTU(PUKALNK, U3MEHEHHBIN U3-3a cOOsI MPU €ro nepeaaye mno CeTH.

B stux cnyyasx Ha cropone cepepa npuiioxxenniit AUC Kb BeinaroTcst ommoOku
0xE8090028 «IlomyyeH HeBepHBIM MakeT. VIMMUTOBCTAaBKM HE CPAaBHWIKCHY WM IPU
nocinenytroumx craprax kaHaiga — 0xE8090027 «Kanan 3a010KMpOBaH MpOrpaMMOi
BBIXO/Ia»;

— OxE8090019 «<oama epemsa> OmubOka ayTeHTUPUKAIMU  KaHala
<meneodicep.kanan MQOSeries> y3na <udenmughuxamop cepeepa NPULONCEHUTIY.
Ommbka BHECECHUSI U3MEHEHUH B PETUCTPAITMOHHYIO 3alUCh KaHalla <JIOMOJHUTEIbHBIN
Koj cooOmeHus™>». Kak mpaBuio, ommOka BO3HWUKAET HM3-3a MOTEPH HA CTOPOHE
kienta AVC Kb HeoOXogumbIx TpaB JJIsi  COXpPAaHEHWS HOBOTO 3HAYCHUS
nocienoBareabHocTH coequHeHuit B peectpe OC. Tpebyercs BOCCTaHOBUTH TpaBa K
peructpanronHoi 6a3e kananoB B peectpe OC B coorBercTBuU ¢ [1]. Ho, Kak mpasuio,
MAHHBIX JIEWCTBUU HEIOCTATOYHO, T.K. MOCJIE€ BO3HUKHOBEHHUS HAHHOW OIIMOKH U
BOCCTAHOBJICHUSI TpaB MpHU IMOCJIEAYIOIIEM CTapTe KaHaja BO3HUKAaeT OlIMOKa
OxXE8090033, u TpebyeTcs BBINOJHUTH COOTBETCTBYIOIIUME JECUCTBUS ISl €€
YCTPAHEHUH.
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5 ABAPUVHBIE CUTYAILIUU

ABapuiiHble CHUTyallMM, KOTOpPbIE MOIYT BO3HHMKHYTH BO BpeMs pPabOThI
nojacuctemMsl HHPpopMmanmonHoro Bzaumonenctsuss AUC Kb, oTHOcATCS K Ciieyrommum
KaTErOpusM:

— BBIXO/JI U3 CTPOSI TEXHUYECKHUX CPEJICTB (ITpolieccopa, BAHYECTEPA U T.11.);

— omuUOKY (HYHKIIMOHUPOBAHUSI ONIEPALIMOHHON CUCTEMBI;

— omubku ¢pyukimonupoanus WebSphere MQ);

— yCTONYMBBIE OLIMOKM (PYHKIMOHUPOBAHUS MPOTPAMMHBIX MOJAYJIEH M
CEPBHUCHBIX IIPOTrpaMM, BXOJAIIMX B COCTAB KIMEHTCKOM YaCTH IOJICHCTEMBI
uHpopmanmonHoro B3aumogercteus AVUC Kb.

Pexomennyercs mnepeycranoButh [IO kmmenta AWC Kb, 3amenuB, ecnu
Tpedyercs, KomMnbptoTep. [ BBINOJIHEHUS NEPEYCTaHOBKH CIENYET MPEeABAPUTEIIBHO
COXPAaHUTh PETUCTPALMOHHBIE JaHHbIE, KOTOpbIE MOTpeOyeTcs BBOAMUTH B IpoIliecce
ycTaHoBKH (cM. [1]). B ciyyae HEBO3MOKHOCTH YCTPaHHUTh POOIEMBI CAMOCTOSTEIIBHO
cienyer obOpamarecss K agmMuHucTpaTopy KpenutHoro peructpa anbo B ciyxOy
COIIPOBOKICHMUS.
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HEPEYEHDb CCBIVIOYHBIX TJOKYMEHTOB

1 «™AUC Kb. KiueHrckas 4YacTb IOACUCTEMBl  HH(DPOPMAIIMOHHOTO
B3auMoercTBus. Muctpykuus no uactausanuny HBPI[.90012-04 91 01

2 «AUC Kb. Texuuueckue TpeboBaHus mo B3aumMoieicTBuio ¢ cuctemonn AUC
Kb» HBP11.90002-01

3 «AUC KBb. IlpaBuna gopmupoBanus u ¢GopMaThl 3apOCOB U COOOIIECHUH.
Onucanune nnpopmarmonsoro ooecneuenus» HBPL[.90000.115

4 «AC MBbBP. Cucrema wunpopmannonHon OezonmacHocTu. [IpoTOKOIBI
B3aMMHOM  ayTeHTHQUKAuu ©  QopmupoBaHus obmero kimoda. Onucanue
npumenenus» HbP11.41000-01 31 01

5 TOCT 28147-89 Cucrembl  0o0paGoTku  uHboOpManuu.  3amura
KpunTorpaduueckas. AJIropuT™M Kpunrorpapuyeckoro npeoopa3oBaHus

6 «AC MBbP. Cucrema wundopmanmonnoir 0e3onacHoctu. Iloacucrema
3alUIICHHOTO  B3auMonelcTBusa. Kommuieke 3amuTel  coenuHeHuil  MQSeries.
PykoBoactBo anmunuctparopa» HBPI[.48100-01 92 01

7 «AC MBP. Cucrema nndpopmarmonHoit 6e3onacHoctu. Komruieke 3amiuTh
coenuHnennii  MQSeries.  Ilporpamma  peructpauud  KaHaJloB.  PyKOBOACTBO
noas3oBarens»y HBPI[.48100-01 90 02

8 CTb 1176.2-99 HudopmanmoHHas TEXHOJOTHS. 3ammra HHPOPMAIUH.
[Ipouenypsl BEIpaOOTKH U MIPOBEPKU IEKTPOHHOMN LU(PPOBOK MOANKUCH

9 CTb 1176.1-99 HudopmanmoHHas TEXHOJOTHS. 3ammTa HHPOPMAIUH.
DYHKIUS XCIIUPOBAHUS

10 «<AC MBP. Cucrema wundbopmarmonon ©Oe3zonacHoctu. [Iporpamma
pEerucTpallud  KJIIOYEeH CHUCTEMBbl KpUNTOrpaduyecKol  3aliuThl  MHGPOpPMAIUH.
PykoBoacTo nonb3oBarens»y. HBPI1.41200-01 90 01

11 «<AUC Kb. Huctpykuus no mnoxakirodeHuto ydacTHUkOB kK AMC Kby
HBEPI1.90002.112

12 «<AC MBP. Cucrema wundbopmarmonon ©Oe3zonacHoctu. [Iporpamma
HACTPOMKK TabmuIBl MapupyTusanud. PykoBoacTBo monb3oBarens» HBPI[.48200-01
9001

13«AC MBP. Cucrema wunpopmanronHon oOe3zonacHoct. Iloacucrema
OOHOBJICHHSI TIPHUKJIAJHOTO TpOrpaMMHOTO oOecmedeHus. [IporpaMMHBIN KOMILIEKC
MOJTy4eHUs] OOHOBJICHUH MPHKIATHOTO MPOrpaMMHOTO obecredeHus. PyKoBOICTBO
nosp3oBartens» HBPI[.47000-01 90 01

14 «<AC MBbBP. Cucrema wundopManronHoit oOe3omacHOCTH. CooOIIEeHUs
HBPI11.40000.B8
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HPUJIOKEHHUE A

HACTPOMKM MOJJCUCTEMbBI HTHO®OPMAIIMOHHOI'O B3AUMOJIENCTBUA

Tabnuua A.1 — MapuipyTsl KIMEHTCKOW YacTH MHGOPMAIIMOHHOTO B3aUMOICUCTBUS JJIs1 BHITIOJTHEHHUSI 3aIIPOCOB

HanmenoBanuss | Tun nmapamerpa | HammeHoBaHme mos 3HaueHue Ipumeuyanue
MapuipyTa u (TransportParam.exe)
napaMeTpoB

AISCO_ARC_IN

DIlIName REG_SZ bubnunoreka oopadorku | savefile.dll bubmmoreka COXpaHCHHS cooOmieHni
AUCKDb ¢ yHUK&aIBHBIMM HMEHaMU B
apX¥WBHBIE KaTAJIOTH

Path REG_SZ [Tytp <katajor yctanoBku [10>\ Karanor co3znaercst ”HCTaIATOPOM

ARCHIVE\IN

TransferType REG_DWORD 0x00000010 (16) Tun Mapuipyra - Apyrou TUT
(Heompe1eIeHHbIN)

AISCO_ARC _OUT

DIlIName REG_SZ bubnuoreka oopabdotku | savefile.dll bubnmnoTeka COXpaHEHHSI COOOIEeHHI
AUCKDBb ¢ yHUKaJIbHBIMH HMEHaMU B
apXMBHBIC KaTaJIOTH

Path REG_SZ [Tyts <katajor yctanoBku [10>\ Karasor co3maercs HHCTaUIATOPOM

ARCHIVE\QUT

TransferType REG_DWORD 0x00000010 (16) Tum MapIiipyra - Opyron TUT
(HeompeIeIeHHbIN)

AISCO_TRASH

DIlIName REG_SZ bubnunoreka oopadotku | savefile.dll bubmmoreka COXpaHCHHS cooOmeHn i
AUCKDBb ¢ yHUK&aIbHBIMH HMEHaMU B
apXHWBHBIE KaTAJIOTH

Path REG_SZ ITyts <katajor yctanoBku [10>\ Karanor co3aercs HHCTaUIATOPOM

ARCHIVE\TRASH
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[Tponomkenne Tabnuip A.l

HaumenoBanusi | Tun napamerpa | HaumeHoBaHue moJs 3HayeHne Ipumeuyanue
MapuipyTa u (TransportParam.exe)
napaMeTpoB
TransferType REG_DWORD 0x00000010 (16) Tun MapIipyra - Apyrou THIT
(HeomnpeaeIeHHbI )
KB
ArchivelN REG_SZ Coxpanenue B apxuB | :AISCO_ARC_IN JlokanpHBIN MapHIpyT, ONPEACNIIONINN, Kyaa
BXOJIAIIUX COOOIICHUN HANpaBlATh  TOJy4YEHHBbIE  OTBETHI  JUIA
apXMBHOTO  XpaHEHus.  MoxeT  OBITH
OTKJIFOYEH MO0JIb30BaTEIeM
ArchiveOUT REG_SZ Coxpanenue B apxuB | :AISCO_ARC_OUT JlokanpHBIN MapHIpyT, ONPEACISIONINN, Kyaa
UCXOJSIINX HANpPAaBIATH OTIPABJICHHBIE 3alpPOCHI IS
coo01IeHn apXUBHOTO  XpaHeHus.  Moxer  ObITh
OTKJIFOYEH MO0JIb30BaTEIeM
DIIName REG_SZ bubmuoreka o6padorku | DocSignc.dll bubnroTreka BBEIYMCICHUS/TIPOBEPKU IO ITHCH
JokymeHToB XML
Options REG_DWORD Pexxumbr  moamucu  u | OXF(15) Omnpenenser PEXUMBI npenoopaboTKu
KOHTPOJIS 3ampoca W OTBeTa. Eciam OTCyTCTBYeT, TO
ucrnonb3yercss 3HadueHue 15. 3HaueHue
dbopMupyeTcsT  YCTAaHOBKOW  OMUMNA  JJIst
dopmatHoro koHTposs u DI ncxoasumx u
BXOJILINX COOOIIEHUI B OKHE HACTPOWKH
mapipyta (TransportParam.exe)
Path REG_SZ [TyTp ‘KB_MQ# JlokanbHbIl  MapuIpyT TMOAKIIOYEHHUS K
KOHKPETHOMY cepBepy MPUIIOKESHUH:
:KB_MQ — mist ocHoBHOTO, :KB_MQ2 — st
pe3epBHOro (U T.1.)
TransferType REG_DWORD 0x806 (2054) Tun wmapmpyra — BBIYHCICHHE/TIPOBEPKA

NOJNUCH JOKYMEHTOB. YCTaHOBJIIEH HOMEp
kateropuu coobmmenuii DocSignc.dll
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[Tponomkenne Tabnuip A.l

HaumenoBanuss | Tun mapamerpa | HammeHoBaHue mojs 3HayeHne Ipumeuyanue

MapuipyTa u (TransportParam.exe)

napaMeTpoB
Trash REG_SZ Coxpanenue/oopadortka | :AISCO_TRASH JlokanpHBIN MapmpyT, ONPEACIISIONINN, Kyaa

Opaka HaNpaBIATh OOPAaKOBAaHHBIC COOOIIEHUS IS
aApXUBHOTO XpPaHEHUS

PK_source REG_DWORD Tun HoCcuTENA <BplOpaHHbIH THUN Tpu YyctaHoBke | [Tapamerp  PK_source  moxer  umerth
u3 paznena OC 10> 3HaueHus: 4 — O3HauaeT pAaCIOJIOKECHHE
HKLM\ kimroua DIIT ma mocurene eToken, 8 — ma
SOFTWARE\BTC\ nocutene iKey, 10 — ki1ro4 3aHECEH B peecTp
Crypt_Doc OC

KB_MQ, KB_MQ?2 (u 1.1.)

ChannelName REG_SZ Wwms xanana <ums yzna>.CHL B mone yka3piBaeTcs uMS KaHana, JUIS
(Iu1st pe3epBHOTO cepBepa — MOJKJIIOYCHUST K  CepBepy  MPUIOKECHUH
<ums y3na>.CHL#) AUC Kb (rae # — HOMep cepBepa)

ConnectionName | REG_SZ ConnectionName <##HH(H#)> B mone ykaspBaercsa IP-agpec m mopt s

TIOJTKJTFOYEHUS K CepPBEpY MPHIIOKESHUN

MQSType REG_DWORD Tun nokansHOoro MQ 0 VYcranoBieHo 3HaueHne «KiaueHT», T.e. THUM

ucnons3zyemoro APl WebSphere MQ

MQTransportType | REG_DWORD Tun Tpancnopra 0xE0000002 Osnavaet, yto s kaHama WebSphere MQ

3anad npotokon TCP (mmammras mudpa — 2) u
YCTaHOBJICHBl AyTEHTU(UKAINS, KaHAIbHOE
mu@poBaHUe U CKaTHE JaHHBIX (cTapIias
wppa — E)
Path REG_SZ ITyTp ‘KB MapipyT Ha CTOpOHE cepBepa MPHII0KEHUN
PutQueue REG_SZ Odepenp 3a1IPOCOB INCOMQUERY.LQ.QUEUE [Tpu YCTaHOBKE [TK ANC KB,
NpeIHa3HAuYeHHBIX Ui aJIMUHHCTPATOPOB

KpeautHoro perucrtpa, 3HaueHue mapaMmerpa
mensiercs Ha ADMINQUERY.LQ
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Oxonuanue Ta0muner A.l

HaumenoBanuss | Tun mapamerpa | HammeHoBaHue mojs 3HaueHune Ipumeuanue
MapuipyTa u (TransportParam.exe)
napaMeTpoB
QueueManager REG_SZ MQ-menemxep AISCOSR#_MQM Nwms menemxepa WebSphere MQ Ha ceppepe
npwiokennd (rne # — V' UIs OCHOBHOTO
cepBepa MNpWIOKEHHH, 2, 3 W T.JO. — I
pE3epBHBIX)
TransferType REG_DWORD 2 Tun mapmpyra — OOMEH [JaHHBIMH 4Yepe3
WebSphere MQ
Waitinterval REG_DWORD WuTepBa oyKugaHus 0x7530 (30000) Bpemsi oxumaHus TOJMydeHHs JaHHBIX (B

MUJUTUCEKYH/1aX )
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Tabnuua A.2 — MapuipyTsl kKomiuiekca ynpasieHus kitouamu CK3U u cpencts DI

HaumeHoBaHus Tun HaumenoBanue moJist 3HaveHue pumeyanue
MapuipyTa u napaMerpa (TransportParam.exe)
napamMeTpoB
KeyDistributionGroup
Path REG_SZ [TyTh HKLM\SOFTWARE\BTC\AISCO\ | Paznen peectpa OC wu ero mapamerp.
KeyDistributionGroup 3nauenune mapametpa KeyDistributionGroup
(REG_SZ) — HoMep cmuCKa pacChUIKU
kmouer DML Jlng AWC Kb 3HaueHue
KeyDistributionGroup paso 2
RemcCall REG_DWORD | Pazpemmmts  ynanenusiii | O VY naneHHsbli BBI30B MapLIpyTa HE pa3pellieH
BBI30B
TransferType REG_DWORD 3 Tun mapmpyra — YTeHHE/3alUCh TAHHBIX B
peectp MS Windows
KeyMgr
DIlIName REG_SZ bubaunoreka oopaborku | SC_KeyMgrF.dll bubmuoreka  00paboTKM  3ampocoB K
XPaHWINILY KIII0YeBOH MHPOPMAITUU
TransferType REG_SzZ 0x811(2065) Tun wmapmpyra — o0paboTka 3ampocoB K
XpaHWIUTILY KITFOYEBOI UHPOPMALINH.
VYcTaHOBIIEH HOMEp KaTeropuu cooOIIeHUi
KeySql.dll
KeyMgr REMOTE
ChannelName REG_SZ Wwms xanana <ums yzna>.CHL B mone yka3piBaeTcs uWMS KaHala, JUIS
(U1t pe3epBHOTO cepBepa — HOJAKIFOUCHUSI K CepBepy npuiioxeHui (rae #
<ums y3na>.CHL#) — HOMED cepBepa)
ConnectionName | REG_SZ ConnectionName <#.##H#HH#)> B mnone ykaspiBaercs IP-agpec u mopt ans
TIOJTKITFOYEHUS K CepBepy MPHIIOKESHUN
Format REG_SzZ dopmar DTSQUERY dopmar  WebSphere MQ  coobuienuit
KOMITOHEHTOB UH(POPMALIMOHHOM
0€e30MacHOCTH
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[Iponomkenne TabauIBl A.2

HaumeHoBaHus Tun HaumenoBanue moJist 3HaveHue pumeyanue
MapuipyTa u napaMerpa (TransportParam.exe)
napamMeTpoB

MQSType REG_DWORD | Tun nokansHoro MQ 0 VcranoBneHno 3HaueHue «KmmeHT», T.€. THI
ucnons3zyemoro APl WebSphere MQ

MQTransportType | REG_DWORD | Tumn Tpancnopra 0xE0000002 Osnavaer, uto s kanama WebSphere MQ
3agan npotokon TCP (mmamgmas mudpa — 2) u
YCTAHOBJICHBl ayTEHTU(UKALNS, KaHAIBHOE
muppoBaHUe M CXKATHE JaHHBIX (cTapiias
wppa — E)

Path REG SZ [Tyt :KeyMgr MapipyT Ha CTOpOHE cepBepa MPHII0KEHUN

PutQueue REG_SZ Ouepens 3apOCOB AISCOSR#.SECURITY_QUERY.LQ WNms ouepenn WebSphere MQ Ha cepsepe
nputokernit s 3anpocoB CK3U (rae # — V
JUTSl OCHOBHOTO CcepBepa MPWIOKECHHM, 2, 3 U
T.JI. — U PE3EPBHBIX)

QueueManager REG_SZ MQ-menHemKep AISCOSR#_MQM Nwms meremxepa WebSphere MQ Ha cepsepe
npuiokennii (rme # — Vi1 OCHOBHOTO
cepBepa TMpWIOXKEHWH, 2, 3 W T.J. — A
pE3epBHBIX)

RemCall REG_DWORD | Paspemmuts  ynasennsrit | O Y naJieHHBIH BBI30B MapIpyTa HE pa3penieH

BBI30B

TransferType REG_DWORD 2 Tun wmapmpyra — OOMEH JaHHBIMH uepe3
WebSphere MQ

Waitinterval REG_DWORD | MuTepBan oxuganus 0x7530 (30000) Bpemsi oxupaHus mMOdMy4YeHHUS JAaHHBIX (B

MUJUTHCEKYH/1axX )
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[Iponomkenne TabauIBl A.2

HaumeHoBaHus Tun HaumenoBanue moJist 3HaveHue pumeyanue
MapuipyTa u napaMerpa (TransportParam.exe)
napamMeTpoB
KeyMgrCN
ChannelName REG_SZ Nwms kanana <ums y3na>.CHL B mome yka3piBaeTcs wWMs KaHama, IS
(U1t pe3epBHOTO cepBepa — MOJIKJIFOYEHUS K CepBepy nmpuiioxkeHuit (rae #
<ums y3na>.CHL#) — HOMEp cepBepa)

ConnectionName | REG_SZ ConnectionName <#H#HHH)> B mone ykaseiBaetcs IP-aapec u mopt s
TIOJIKJIFOUCHUS K CEPBEPY MPUIIOKCHHIMA

Format REG_ Sz dopmar DTSQUERY ®opmar  WebSphere MQ  coobeHwuii
KOMITOHCHTOB uH(HOPMAMOHHON
6e30MacHOCTH

MQSType REG_DWORD | Tun nokansHoro MQ 0 VcranoneHno 3HadeHue «KmameHT», T.€. THI
ucnonszyemoro APl WebSphere MQ

MQTransportType | REG_DWORD | Tum Tpancnopra 0xE0000002 Osnavaet, uto s kaHama WebSphere MQ
3ajgaH npotokon TCP (mmammas uudpa —2) u
YCTAHOBJICHBI ayTEHTU(UKAINS, KaHATBHOE
mudpoBaHUe W C)KATUE JAaHHBIX (cTapimas
wpa — E)

Path REG_SZ [Tyt ‘KEYMGR_REMOTE MapupyT Ha CTOpPOHE cepBEpA NPHIIOKEHUN

PutQueue REG_SZ Ouepenp 3apoCcoOB AISCOSR#.SECURITY_QUERY.LQ Nms ouepenn WebSphere MQ Ha cepsepe
npunoxenunii i 3anpocos CK3U (rae # — V
JUI. OCHOBHOT'O CepBepa MPUJIOKEHUH, 2, 3 U
T.JI. — JUIS PE3E€PBHBIX)

QueueManager REG_SZ MQ-meHemxep AISCOSR#_MQM Nms menemxepa WebSphere MQ Ha cepsepe

npwiokennid (rae # — V. UIs OCHOBHOTO
cepBepa mnpuwioxenwit, 2, 3 U T.JA. — I
pE3epBHBIX)
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OxoHuanue Tadauusl A.2

HaumeHoBaHus Tun HaumenoBanue moJist 3HaveHue pumeyanue
MapuipyTa u napaMerpa (TransportParam.exe)
napaMeTpoB
RemCall REG_DWORD | Paspemmts  ynanenssrii | O Y najeHHBIH BEI30B MapIIpyTa HE pa3penieH
BBI30B
TransferType REG_DWORD 2 Tun wmapumipyra — OOMEH JaHHBIMH uepe3
WebSphere MQ
WaitInterval REG_DWORD | UnTepBan oxxuganus 0x7530 (30000) Bpems oxumaHusi mONMydeHHs TaHHBIX (B
MUJUIMCEKYH/1aX )
KeyUnitlD_Group
Path REG_SZ ITyTh HKLM\SOFTWARE\BTC\AISCO\ | Pazgen peectpa OC wu ero mapamerp.
KeyGroup 3nayenue napamerpa KeyGroup (REG_SZ) —

ko rpynnsl kiaroued DI knuenta AUC Kb.
3nauenue KeyGroup 3amaer moJb30BaTENb
npu uacrausinuu 110

RemCall REG_DWORD | Paspemmuts  ynasennsrit | O Y naJieHHBIH BBI30B MapIIpyTa HE pa3penieH
BBI30B
TransferType REG_DWORD 3 Tun mapmipyra — YTeHHE/3alUCh JAaHHBIX B
peectp MS Windows

44



HBPI1.90012-02 90 01

ANC Kb

Kiuenrtckas gacte IIOJACUCTCMBI I/IH(l)OpMaIII/IOHHOFO B3aHMOHCI7[CTBPIﬂ
PyKOBOILCTBO I10JIB30BATCIIA

Tabnuna A.3 — MapuipyThl KoMIuiekca noigydenus ooHosnenuii [1T10

HaumeHoBaHus Tun HaumeHoBaHue moJist 3HaveHue IMpumeyanue
MapuipyTa u napaMerpa (TransportParam.exe)
napamMeTpoB

UPDATE_LIST

\AISCO_Client\ REG_SZ KBCOXXYYZZ (rne XXYYZZ - | Homep Bepcuu 3aHOCHTCS IIPH YCTAHOBKE WIIN

Version Homep Bepcuu [10) oonoBinenun  I[IO  kiomeHTCkoM — yacTu
HIOJICICTEMBI MHPOPMALTMOHHOTO
B3aUMO/ICHCTBUS

DIIName REG_SZ bubimoreka oopadorku | UpdtChk.dll bubnuoreka 00paboTKH 3arpocoB
obnosnenuii [1110

Path REG_SZ [TyTh HKLM\SOFTWARE\BTC\Router\ Pazmen peectpa OC, rae HaxoasaTcs

UPDATE_LIST\ nojapasaensl (¢ umeHamu kareropuit [1110) ¢

napamerpamu Version (REG_SZ)

TransferType REG_DWORD 0x80d (2061) Tun MapuipyrTa - JpyTroi THI
(HeompeseneHHbI).  YCTaHOBJIEH  HOMEp
kateropuu coobmmennit UpdtChk.dll

UPDATE_SERVER

Path REG_SZ [IyTs ‘KB_MQ 3anpoc ob6HoBnenuit IO ocymecTBusercs
gyepe3 MaplIpyT aKTUBHOTO IOJAKIIIOYEHHS K
CcepBepy NPUIOKEHUN

PutQueue REG_SZ AISCO_UPDATE.LQ Ouepenp 3anpoOCOB Ha cepBEpE NMPUIIOKEHUM,
oOpaOarpiBaemasi  CilIyk00H  OT  HMEHH
AISCOUPDATE

UpdateParams

Checklinterval REG_DWORD 86400 (24 gaca) WuTepBan nNpoBepKHM HAIMUUS AKTYaJlbHBIX

0oOHOBJIEHUH (B Iporpamme
UpdateParams.exe) B cexyHax
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[Tponomkenne Tabuip A.3

HaumeHoBaHus Tun HaumeHoBaHue nmoJist 3HaveHue IMpumeyanue
MapuipyTa u napaMerpa (TransportParam.exe)
napamMeTpoB
DownloadNotOn REG_DWORD 1 OnoBemenue o 3arpy3ke (B mporpamme
UpdateParams.exe) B cirydae
aBTOMATHUYECKOW 3arpy3ku oOHoBieHmid: 0 —
HE OomoBeIIark; 1 — onosemnarky
DownloadOp REG_DWORD 2 3arpy3ka  OOHOBJICHHWI (B  mporpamme
UpdateParams.exe): 1 — yBegomisiTh O
HAJIMYMW, HO HE 3arpyXkarb; 2 — 3arpyxarb
ABTOMATHYECKH
DownloadPath REG_SZ <katajor yctanoBkul10>\ Karamor pnst 3arpy3ku  oOHOBieHWil (B
UpdatesCache\ nporpamMe UpdateParams.exe)
InstallOp REG_DWORD 1 YcranoBka OOHOBIEHHWI (B HporpaMme
UpdateParams.exe): 1 — He ycTaHaBJIMBAaTh; 2
— YCTaHABJIMBATh aBTOMATHYECKH
InstallTime REG_DWORD OXFFFFFFFF (-1) BpeMst ycTaHOBKM 3arpy:K€HHBIX OOHOBJICHHIA
(8 mporpamme  UpdateParams.exe): 0 -
HeMeJUIeHHO, > 0 — Bpems 1Hs B CeKyHJax; -1
— BpeMs YCTAaHOBKHU HE 3aJI1aHO
ParamsNames REG_MULTI_SZ ServiceOn JloJokHBl  OBITH  yKa3aHbl TPU CIHMCKA —
Checklnterval ParamsNames, ParamsSizes u ParamsTypes
DownloadOp i 8§ TmapaMeTpoB CTPYKTYpPbl. 3Ha4YeHUs

DownloadNotOn
DownloadPath
DownloadTime
InstallOp
InstallTime

MapaMeTpoB HACTPAMBAIOTCS TPH TOMOIIN
nporpammbl  UpdateParams.exe (moxpo6Hoe
omucanue cMm. B [13]). ParamsNames — sto
CIHMCOK MMEH NapaMeTpoOB
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Oxkonyanue Tadoiumsl A.3

HaumeHoBaHus Tun HaumeHoBaHue nmoJist 3HaveHue IMpumeyanue
MapuipyTa u napaMerpa (TransportParam.exe)
napaMeTpoB
ParamsSizes REG_BINARY 82888888 82833338 82833338 82833338 ParamsSizes — 9TO CHHCOK MaKCHMAITbHBIX
04010000 04000000 04000000 04000000 pa3MepoB TOJIeH JUIsd 3HAYCHUI MTapaMeTPOB B
04000000 04000000 04000000 04000000 CprKType (B 6aI>iTaX)
ParamsTypes REG_BINARY D o oo ParamsTypes — 3TO CIHMCOK THIIOB 3HAYEHUI
01000000 04000000 04000000 04000000 napameTpoB B CTPYKType (B OaiTax)
04000000 04000000 04000000 04000000
Path REG_ Sz [Tyte HKLM\SOFTWARE\BTC\Router\ | Pazgen peectpa OC, rae pacroioXeHbl TPH
UpdateParams\ napamerpa: ParamsNames, ParamsSizes wu
ParamsTypes — st moimydeHus: CTPYKTYpbI
JTAHHBIX
ServiceOn REG_DWORD 1 Bxrounts CIIy0y ABTOMATUYECKOTO
obHoBnenus: 0 — ciayxba oTkimtoueHa; 1 —
ciyx0a BKIIIOUeHa
TransferType REG_DWORD 3 Tun Mapuipyra — 4TeHHE/3alUCh JaHHBIX B

peectp MS Windows
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Tabmuma A.4 — MapmpyTsl KOMILIEKca 3auThl coequaeHnit WebSphere MQ

HaumeHoBaHus Tun HaumeHoBaHue moJist 3HaveHue IMpumeyanue
MapuipyTa u napaMerpa (TransportParam.exe)
napamMeTpoB

ADMIN_NOTIFY

DIlIName REG_SZ bubnuoreka oopadborkn | KC_AdmNotify.dll bubnmoreka 00pabOTKKM aJIMUHUCTPATUBHBIX
YBEJOMIICHUM

LogEvents REG_DWORD | Coxpausite B kypHan | 1 VYBenoOMIIEHUS!  COXpPAaHAIOTCS B JKypHal

coOBITHI coObiTuil «[IpumoxeHue»

ShowMessages REG_DWORD | IlokasbiBath coobmenus | 1 YBenoMIICHUsT BRIBOATCS Ha DKpaH

TransferType REG_DWORD 0x805 (2053) Tun MapIipyra — ob6paboTka
aJIMUHUCTPATHBHBIX YBEIIOMJICHH.
VYcTaHOBIIEH HOMEpP KaTEropuu COOOLIECHUIM
KC_AdmNotify.dll

DefaultChlType

Path REG_SzZ [TyTs HKLM\SOFTWARE\BTC\AISCO\ | Pazgen peectpa OC wu ero mapamerp.

RegAuth\DefChlType 3HaueHue napamerpa DefChlType

(REG_DWORD) - tum kaHama 1O
YMOJNYAaHUIO B TIPOTPaMMe  PErucTpaluu
kaHanoB. 3nauenue DefChlType pasno 2
(Client)

TransferType REG_DWORD 3 Tun mapumipyra — 4YTeHHe/3allUCh JAHHBIX B
peectp MS Windows

Node ID

Path REG_SZ [TyTh HKLM\SOFTWARE\BTC\AISCO\ | Pazgen peectpa OC wu ero mapamerp.

RegAuth\NodelD

3nauyenue mnapamerpa NodelD (REG_SZ) —
unentudukarop  yzna-kmenta  AUC Kb
aToro pabouero mecra. 3HaueHue NodelD
3a/1aeT MOJIb30BaTeNb pH HHCTALIAIMN [10
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[Tponomkenne Tabauier A.4

HaumeHoBaHus Tun HaumeHoBaHue nmoJist 3HaveHue IMpumeyanue
MapuipyTa u napaMerpa (TransportParam.exe)
napaMeTpoB
TransferType REG_DWORD 3 Tun mapmpyra — YTeHHE/3alIUCh JAHHBIX B
peectp MS Windows
RegAuth
DIIName REG_SZ bubnuoreka oopaborkn | RegAuth.dll bubnroTteka QyHKIUA perucTpanuu KaHajaoB
TUTSE MOTYJISI Ay TCHTH()UKAITTT
TransferType REG_DWORD 0x80a (2058) Tun mapiipyra — perucTpaius KaHaJloB B
MOayjie — ayTeHTH(UKauuu. Y CTaHOBIICH
HoMep Karteropuu coodbmmenuii RegAuth.dll
RegCENc
Path REG_SZ [Iyto <BBIOpAaHHBIN KaTajor npu | [Iyts K daiiny channel.enc c
ycranoBke [10>\ ayTeHTU()UKAMOHHBIMUA JAaHHBIMH KaHasa,
channel.enc UCIIOJIb3YEMbIH TPU PETUCTPAIIUU KaHaJIa
TransferType REG_DWORD 0 Tun mapmipyra — yreHue/3anuch Ganaos
RegFBase
DIlIName REG_SZ bubnuoreka oopadorku | WinCrypt.dll bubnmmoreka i poBaHUS JTAHHBIX
BCTPOEHHBIMH anroputMaMu Windows
Path REG_SzZ [TyTs HKLM\SOFTWARE\BTC\AISCO\ | Pazgen peectpa OC, cozmepxamuii B
RegAuth nojpasaenax B napameTpax «(ITo
YMOJTYAHHIO )» (REG_BINARY)
ayTeHTH(UKaIMoHHbIe NaHHble KaHanoB (Cl,
C2urt.n.)
TransferType REG_DWORD 0x807 (2055) Tunm wmapmpyra — mHQpOBaHWE HTaHHBIX

anmroputmamu  MS Windows.  Ycranosien
HOMep Kareropuu cooOrenuit WinCrypt.dll
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OxoHuanue Tadaunsl A.4

HaumeHoBaHus Tun HaumeHoBaHue nmoJist 3HaveHue IMpumeyanue
MapuipyTa u napaMerpa (TransportParam.exe)
napamMeTpoB
RegFInd
Path REG_SZ ITyts HKLM\SOFTWARE\BTC\AISCO\ | Paznmen peecrpa OC, comepskaiiuii mapameTp
RegAuth\Ind «(Ilo ymomuanuio)» (REG_BINARY) -
CIIMCOK KAaHAJIOB, 3aperMCTPUPOBAaHHBIX B
porpaMmMe perucTpaniui KaHAJIOB
Serv_ID
Path REG_SZ [TyTs HKLM\SOFTWARE\BTC\AISCO\ | Pazgen peectpa OC wu ero mapamerp.
RegAuth\ServID 3unavenue mnapamerpa ServiD (REG_SZ) -
uacHTH(DHUKATOP  cepBepa  MPHIIOKCHHIM.
3HaueHue ServiD M0JIb30BaTENb
YCTaHABIIMBAaCT TIPU BBIOOPE AKTHBHOTO
cepBepa NMPUII0KEHUN
TransferType REG_DWORD 3 Tun Mapuipyra — 4TeHHE/3alUCh JaHHBIX B

peectp MS Windows
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